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Abstract: 

 

The aim of this thesis is to highlight the privacy and data protection issues related to 

the fast-paced development of GNSS-based applications and services, especially in 

light of the EU Galileo program. Alongside highlighting the privacy issues related to 

Intelligent Transport Systems (ITS), it shall primary focus on the issues concerning 

location privacy in relation to the processing of location data by location-based mobile 

apps, which provide their users with a variety of different location-based services 

(LBS). Since the use of such services may result in high privacy risks for their users, as 

well as taking into account the special nature of location data, it is necessary to analyse 

the safeguards provided by European Union data protection legislation, and, if 

necessary, highlight the deficiencies of the current applicable framework. In that case, 

this thesis shall offer possible solutions in order to guarantee a better protection of 

users’ location privacy, especially in light of Galileo.  
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List of abbreviations 

 

 

CJEU : Court of Justice of the European Union 

DPA’s : Data Protection Authorities 

DPIA : Data Protection Impact Assessment 

DPO : Data Protection Officer 

ECHR : European Convention on Human Rights 

ECtHR: European Court of Human Rights  

EDPS: European Data Protection Supervisor 

ESA: European Space Agency 

EU: European Union 

GDPR: General Data Protection Regulation 

GLONASS: Global Orbiting Navigation Satellite System 

GNSS: Global Navigational Satellite System 

GSA: European Global Navigation Satellite Systems Agency 

GPS: Global Positioning System 

ITS: Intelligent Transport Systems 

IVS: In-Vehicle Systems 

LBS: Location-Based Services (*)  

PND’s: Portable Navigation Devices  

RUC: Road User Charging Systems  

TEU: Treaty on the European Union 

TFEU: Treaty on the Functioning of the European Union  

  

 

(*) Please note that this abbreviation, in the context of this paper, shall exclusively refer 

to location-based services downloaded on smartphones or other smart devices, which 

provide, at least in the exercise of their main activities, services other than 

communication services. Thus, it shall be noted that the abbreviation “LBS” is used to 

refer to services such as, amongst a variety of others, the Google Maps app, which 

provides the user with navigation services. The abbreviation “LBS” shall not refer to 

services providing only or primary communication services such as WhatsApp or 

Skype, or traditional telecommunication operators.  
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 Introduction 
 
Satellite-based navigation has become a crucial part of today’s society. Satellites are 

able to provide the population on Earth with accurate geographical information, so-

called location data, and, nowadays, “almost all human activities and decisions have a 

geographical component”.1 The spectacular increase of the use of location data in the 

past 30 years is mainly driven by two factors.2  

 

First of all, one of the factors is “the unprecedented spread of mobile telephony, where 

each user constantly carries about a device through which he or she can be potentially 

located”.3 Since mobile devices are, when switched on, linked to a specific base station, 

providers of electronic communication services are able to constantly know the 

approximate locations of their users.4 

Secondly, the emergence of Global Navigational Satellite System (hereafter “GNSS”) 

technology, used for civilian purposes, has led to an explosion of highly precise and 

valuable satellite-based location data.5 In order to profit, from an economic point of 

view, from the steady growth of the GNSS market, the European Union decided to 

develop its own GNSS. With ‘Galileo’, which will provide an even higher positioning 

accuracy, it is expected that even more companies, developing new GNSS-based 

applications and services, will enter the GNSS market in the future. The two sectors, 

which are forecasted to dominate the GNSS market in light of Galileo, are the road 

application sector and the location-based services sector.  

Location-based mobile applications (“apps”) on smartphones, such as Google Maps, 

which is without a doubt the most known and popular app, have been profiting from a 

very high popularity over the past years, making them the leading sector on the GNSS 

market. The emergence of this new category of location-based services on smart mobile 

devices (hereafter “LBS”)6 has led to a significant increase of location data that is 

                                                        
1 Art.29 Working Party, Opinion 13/2011 on Geolocation services on smart mobile devices, 881/11/EN WP 
185, May 2011, p. 3. 
2 Art.29 Working Party, Opinion on the use of location data with a view to providing value-added services, 
2130/05/EN WP 115, November 2005, p. 2. 
3 Ibidem. 
4 Ibidem. 
5 Ibidem. 
6  Since some authors use the notion of location-based service also in order to refer to electronic 
communication services or road applications, it shall be noted that, in the scope of this paper, the abbreviation 
“LBS” shall exclusively refer to location-based mobile applications (“apps”) downloaded on smartphones or 
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generated from mobile phones.  

The development of new GNSS-based road applications, so-called Intelligent Transport 

Systems (hereafter “ITS”), as well as the development of location-aware mobile apps, 

comes with a lot of benefits for their users, by generally making their lives easier. 

Furthermore, the increase of the use of location data, including the processing and 

analysis of such data, is very valuable for today’s society since the evaluation of this 

data can not only enhance existing technologies and services but it can also contribute 

to the development of new services and technologies, making life on Earth better. 

However, the use of GNSS-based applications and services can result in high privacy 

threats for their users. Therefore, in order to safeguard the users’ privacy, it is necessary 

to carefully balance the interests at stake. At Union level, it is the European Union 

legislator that has to make sure, by putting into place appropriate legislation, that the 

privacy of European Union citizens, when using GNSS-based applications and 

services, is sufficiently safeguarded.  

In order to examine whether the European Union legal order provides for sufficient 

safeguards as regards the protection of individuals’ privacy and personal data in light 

of Galileo, the fast-paced growth of the GNSS market and, in particular, the increase of 

the number of location-based mobile apps, this paper shall proceed as follows.    

Chapter I shall give an overview of the leading sectors in the GNSS market, especially 

in light of Galileo. Furthermore, the benefits, as well as the privacy risks of the use of 

ITS and LBS, shall be highlighted. Chapter II shall establish the framework applicable 

to the processing of location data by providers of location-based mobile apps, as well 

as explain the functioning of the applicable legal instrument. Chapter III shall examine 

whether the applicable framework provides for sufficient safeguards with regard to 

users of LBS privacy and data protection. After having analysed the deficiencies of the 

applicable framework, the last part of Chapter III shall offer some solutions to the 

current problems, which could guarantee a better protection of European Union 

citizens’ location privacy when using location-based mobile apps. This paper shall end 

with some concluding remarks.   

                                                        
other smart devices, for purposes other than communication purposes, and not to any other service, which 
could be qualified as a location-based service.  
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 Chapter I. The growth of the GNSS market: benefits and 
risks 

 
The first Chapter shall give an insight to the purpose and aim of the European Union 

Galileo program (I), as well as put forward the benefits of GNSS-based applications. 

(II) The last section of this Chapter shall examine the privacy risks resulting from the 

use of GNSS-based applications and services. (III)  

 I. Galileo, Europe’s own independent GNSS 
 

Global Navigational Satellite System (“GNSS”) technology has become an important 

part of our society and is growing rapidly, with new applications being “introduced at 

an unprecedented pace”.7 From a technical point of view, “these navigational satellite 

systems transmit navigational data (signals) via the use of electromagnetic waves, thus 

serving many civilian applications on Earth connected to navigation, timing and 

positioning”.8 In fact, “each of these GNSS satellites emits a signal to Earth, which 

contains the satellite’s position and time”9, with the distance from the satellite to the 

receiver being calculated “through the time transmitted”.10 Thus, “in order to measure 

the distance as accurately as possible, the chronometry is carried out by an atomic 

clock”.11 As a consequence, “the more precisely time is measured, the more precise the 

localisation”12 and, in order for the GNSS receiver to determine its position on Earth, 

“the information from four satellites is sufficient”.13 

 

Through this technology, GNSS-based products “provide worldwide and real-time 

services using precise timing information, positioning and synchronization 

technologies”.14 Through the years, GNSS technology has become better and more 

accurate, which opened the doors to use this technology for a wide range of 

                                                        
7 A. SANOU, R. Jr. LANDRY, “Analysis of GNSS Interference Impact on Society and Evaluation of Spectrum 
Protection Strategies”, Positioning, 2013, Vol. 4, p. 169. 
8 S. SPASSOVA, A. LOUKAKIS, “The Legal Implications of Erroneous GNSS Signal, Resulting from Harmful 
Interference”, in International Institute of Space Law, Proceedings of the 58th Colloquium on the Law of Outer 
Space, Eleven International Publishing, 2015, p. 79.  
9 L. J. SMITH, “Legal aspects of satellite navigation”, in F. VON DER DUNK (ed.), F. TRONCHETTI , Handbook of 
Space Law, Edward Elgar Publishing, 2015, p. 556.  
10 Ibidem. 
11 Ibidem. 
12 Ibidem. 
13 Ibidem. 
14 A. SANOU, R. Jr. LANDRY, op. cit., p. 169. 



 8 

applications.15 Among others, the rapid growth of the GNSS market, which includes 

“products (receivers and devices) and services using GNSS-based positioning as a 

significant enabler”16, has contributed towards the European Union (hereafter “EU”) 

becoming increasingly aware of the “strategic, political and economic importance of 

space activities”.17 Currently, there are only two GNSS which are in operation, namely 

the United States’ Global Positioning System (hereafter “GPS”) and the Russian 

Federation Global Orbiting Navigation Satellite System (GLONASS).18 However, new 

players want to enter the GNSS market, the EU being one of these new players with the 

development of the EU Galileo program.19 Whilst one of the key purposes of Galileo 

is to gain independence from the U.S. GPS system (A), the economic value of Galileo 

was also a leading argument for the development of the program. (B)  

A. The purpose and aim of Galileo  
 
The most known and popular GNSS is without hesitation the U.S. GPS system, and “ 

innumerable services rely on GPS, such as automobile navigation services, ship 

navigation services, smartphone applications, and time adjustment services”.20 It is at 

the end of the 1990s that the EU started, “despite the early absence of an explicit 

competence in such domain”21, with the development of its own GNSS. After relying 

and being dependant on the U.S. GPS system for many years, the EU finally decided to 

develop its own GNSS, “providing a highly accurate, guaranteed global positioning 

service under civilian control”.22 Galileo is owned entirely by the EU23, and is currently 

being developed as a common project between the EU and the European Space Agency 

(hereafter “ESA”). 24  This cooperation is based on an official common agreement 

                                                        
15 Ibidem.  
16 GSA, “GNSS market report”, Issue 4, March 2015, p. 7. Available at 
https://www.gsa.europa.eu/system/files/reports/GNSS-Market-Report-2015-issue4_0.pdf (last visited on 
the 25th of May 2017).  
17 C. THRO, “The Intellectual Property Rights Regime for the Development Phase of Galileo”, in International 
Institute of Space Law, Proceedings of the 58th Colloquium on the Law of Outer Space, Eleven International 
Publishing, 2015, p. 95.  
18 S. SPASSOVA, A. LOUKAKIS, op. cit., p. 79.  
19 Other new players are for example the BeiDou and Compass of China and QZSS of Japan.  
20 H. MORITA, “An Economic Analysis of the Legal Liabilities of GNSS”, in International Institute of Space Law, 
Proceedings of the 58th Colloquium on the Law of Outer Space, Eleven International Publishing, 2015, p. 461.  
21 C. THRO, op. cit., p. 95. 
22 Idem, pp. 95-96.  
23 Please note that additionally to Galileo, the EGNOS program (European Geostationary Navigation Overlay 
System), which is a satellite-based augmentation system supplementing other GNSS like f.ex. Galileo, is aimed 
to “improve the quality of signals from existing GNSS”. (Regulation 1285/2013, recital 3) 
24 F. VON DER DUNK, “European Space Law”, in F. VON DER DUNK (ed.), F. TRONCHETTI, Handbook of Space 
Law, Edward Elgar Publishing, 2015, p. 258.  

https://www.gsa.europa.eu/system/files/reports/GNSS-Market-Report-2015-issue4_0.pdf
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between the EU and ESA.25 In Regulation 1285/201326, the roles of the European 

Commission, ESA and the European Global Navigation Satellite Systems Agency 

(hereafter “GSA”), in the development of Galileo “are clearly spelled out”.27  The 

Galileo system is funded by the European Union, with ESA acting as its contracting 

authority under the aforementioned delegation agreement between both 

organisations.28/29 The supervision over ESA’s operations is held by the European 

Commission and delegated to its specialist agency, the GSA.30 The GSA “as an agency 

of the European Union, is currently preparing concepts for the Galileo exploitation 

phase, conducting market analyses for future applications, as well as monitoring 

potential security threats of the system”.31 Moreover, “the GSA acts as a selection and 

accreditation authority for the GNSS operator and is responsible for ensuring regulation 

and certification of all services and providers”.32 

 

According to the recitals of Regulation 1285/2013, “the aim of the Galileo programme 

is to establish and operate the first global satellite navigation and positioning 

infrastructure specifically designed for civilian purposes, which can be used by a 

variety of public and private actors in Europe and worldwide”.33 This clearly underlines 

the fact that Galileo is developed primary for civilian purposes, which distinguishes it 

from originally military driven systems such as the U.S. GPS system. Furthermore, the 

regulation provides that “the system established under the Galileo program functions 

independently of other existing or potential systems, thus contributing amongst other 

things to the strategic autonomy of the Union as emphasised by the European 

Parliament and the Council”.34 This statement clearly shows that the main goal of 

Galileo is to gain independence from other GNSS.  

                                                        
25 Framework Agreement between the European Community and the European Space Agency, [OJ L 261], 
6.8.2004, pp. 64-68.  
26 Regulation (EU) No 1285/2013 of the European Parliament and of the Council of 11 December 2013 on the 
implementation and exploitation of European satellite navigation systems and repealing Council Regulation 
(EC) No 876/2002 and Regulation (EC) No 683/2008 of the European Parliament and of the Council, [OJ L 
347], 20.12.2013, pp. 1-24.  
27 L. J. SMITH, op. cit., p. 594.  
28 Idem, p. 563. 
29 For more information on the latest division of institutional responsibilities in the current deployment phase 
and relations between the Commission, ESA and the GSA, please refer to Regulation 1285/2013, op. cit., arts. 
12–15. 
30 L. J. SMITH, op. cit., p. 563. 
31 Ibidem.  
32 Idem, p. 594. 
33 Regulation 1285/2013, op. cit., recital 2.  
34 Ibidem.   



 10 

 

In 2011, the European Commission published a Memo, giving explanations of why and 

how Europe will profit from an independent GNSS, outlined “How Galileo will make 

life easier for European citizens”.35 Amongst other arguments of why Europe needs 

Galileo, the Commission explained that, due to a higher number of satellites, a higher 

accuracy up to a few centimeters can be achieved. In order to provide this higher 

accuracy of the signals, the EU will ensure the interoperability between Galileo and 

other GNSS (in particular with the U.S. GPS and the GLONASS system). 36 

Furthermore, due to the fact that the number of orbiting satellites will increase and that 

Galileo satellites are designed to orbit on a higher level and with a different inclination 

compared to other systems, this will benefit areas which are more likely to be subject 

to distractions due to, for example, mountains.37 Consequently, as noted by the GSA, 

Galileo will “allow (…) users to know their exact position with greater precision than 

what is offered by other available systems”.38  

 

The Commission also highlights that enhanced signals lead to technological 

development and progress, thus they will be of great benefit for European commercial 

companies. Additionally the Commission remarks that the development of new 

technologies and products based on satellite navigation systems results in an economic 

leverage for European economy as a whole. 39  These statements made by the 

Commission clearly show that the aim and purpose of Galileo go beyond the goal to 

gain independence from other GNSS. Indeed, art.2 of Regulation 1285/2013 also 

explicitly provides that the aim of Galileo is to “maximise the socio-economic benefits 

of the European satellite navigation systems, in particular by promoting the use of the 

systems and fostering the development of applications and services based on those 

systems”. Moreover, the new ‘Space Strategy for Europe’ proposal40, published in 

2016, confirms that the goal of the EU is to make Galileo, being one of the main space 

                                                        
35 European Commission, Memo/11/717, “Galileo will boost economy and make life of citizens easier”, 21 
october 2011, Available at : http://europa.eu/rapid/press-release_MEMO-11-717_de.htm?locale=FR (last 
visited on the 25th of May 2017). 
36 C. THRO, op. cit., p. 96. 
37 European Commission, Memo/11/717, op. cit., p. 2.  
38  GSA, “What is Galileo ?”, https://www.gsa.europa.eu/european-gnss/galileo/galileo-european-global-
satellite-based-navigation-system (last visited on the 25th of May 2017).  
39 European Commission, Memo/11/717, op. cit., p. 3.  
40 European Commission, Communication from the Commission to the European Parliament, the Council, the 
European economic and social committee and the committee of the regions, “Space Strategy for Europe”, 
26.10.2016, COM(2016) 705 final.  

http://europa.eu/rapid/press-release_MEMO-11-717_de.htm?locale=FR
https://www.gsa.europa.eu/european-gnss/galileo/galileo-european-global-satellite-based-navigation-system
https://www.gsa.europa.eu/european-gnss/galileo/galileo-european-global-satellite-based-navigation-system
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programs of the EU, as economically valuable as possible. In its proposal, the 

Commission highlights that the aim of the new ‘Space Strategy for Europe’ is to 

“optimise the benefits that space brings for society and the wider EU economy”.41 

These observations confirm, again, that one of the main goals of Galileo is, by profiting 

from the fast evolving GNSS-market, to boost the European economy.  

B. The economic dimension of Galileo 
 
Alongside the aforementioned aim of being independent from other GNSS, Galileo is 

aimed to “boost innovation and foster the creation of many new products and 

services”42, in order to enhance Europe’s position as a global player on the market. By 

contributing to the creation of many new products and services, this will allow Europe 

to have a greater share of the 175 billion euro global GNSS market.43 In order to profit 

from this emerging market, which will more than likely continue to grow in the future44, 

applications based on Galileo signals will range from emergency and humanitarian 

services to agriculture.45  

 

Since “GNSS receivers are integrated in numerous applications” 46 , they “are 

increasingly forming part of human habits”. 47  According to market forecasts 

undertaken in the light of Galileo, location-based services on smart mobile devices 

(“LBS”) will be the prime application “with respect to both the number of users of 

Galileo and the revenue potentials offered to value added service providers”.48 As a 

consequence, “LBS will play a key role in the future development of the Galileo 

market”.49  

 

                                                        
41 Idem, p. 3. 
42 GSA, “What is Galileo ? –Benefits”, https://www.gsa.europa.eu/galileo/benefits (last visited on the 25th of 
May 2017).  
43 Ibidem.  
44 N. DUMESNIL, “All you need to know to do business with GNSS”, European Global Navigation System 
Services Programme, INVESaT, p. 80. Booklet available at :  
http://www.dlr.de/rd/Portaldata/28/Resources/dokumente/rn/satnav/Business_with_GNSS_CHT_final_O
ct_07_1_.pdf (last visited on the 26th of May 2017).  
45 GSA, “What is Galileo ? –Applications”, https://www.gsa.europa.eu/galileo/applications (last visited on the 
26th of May 2017). 
46 A. SANOU, R. Jr. LANDRY, op. cit., p. 169. 
47 Ibidem.  
48  J. SWANN, E. CHATRE, D. LUDWIG, “Galileo: Benefits for Location Based Services”, Journal of Global 
Positioning Systems, 2003, Vol. 1, n°2, p. 58.  
49 Ibidem.  

https://www.gsa.europa.eu/galileo/benefits
http://www.dlr.de/rd/Portaldata/28/Resources/dokumente/rn/satnav/Business_with_GNSS_CHT_final_Oct_07_1_.pdf
http://www.dlr.de/rd/Portaldata/28/Resources/dokumente/rn/satnav/Business_with_GNSS_CHT_final_Oct_07_1_.pdf
https://www.gsa.europa.eu/galileo/applications


 12 

According to the GSA market report, location-based services on smartphones50 are 

expected to dominate the GNSS market in the future with an expected 53,2% of the 

cumulative core revenue (2013-2023).51 This high percentage of the GNSS market is 

explained not only by the global growth of the smartphone market, but also by the fact 

that smartphones are “the most popular platform to access LBS”.52 The emergence of 

smartphones with an integrated GNSS receiver has led to the development of a variety 

of different location-aware mobile applications, so-called “apps”, which rely on their 

users positioning data in order to provide a service. Already in 2010, only three years 

after the release of the first “smartphone”, the iPhone by Apple, “all best-selling 

smartphones had GNSS capabilities”.53 As stated in the market report, downloads of 

apps that rely on positioning data will hit 7,5 billion by 2019.54  

 

The second biggest share of the GNSS market is covered by GNSS-based road 

applications with 38% of the cumulative core revenue (2013-2023).55 According to the 

market report, “new applications will double the size of the market in the next ten 

years”.56 These new applications, often referred to as “Intelligent Transport Systems” 

(“ITS”), include for example the eCall emergency system, GNSS-based road user 

charging systems (hereafter “RUC”) or insurance telematics.57 

 

These developments clearly highlight the economic value of Galileo, which, through 

its accurate and reliable positioning due to enhanced signals, will contribute to the 

further increase of GNSS-based applications, especially with regard to LBS and ITS.  

 

 II. The benefits of GNSS-based applications: LBS and ITS 
 
Location-based services, especially on smartphones, have become an important part of 

our society today and the LBS market is expected to continue to grow even more in the 

future. (A) Additionally, the development of new GNSS-based road applications is 

                                                        
50 Please note that in the scope of this thesis, the term “LBS” shall always refer to location-aware services 
(“apps”) downloaded on smartphones or other smart devices.  
51 GSA, “GNSS market report”, Issue 4, op. cit., p. 10.  
52 Idem, p. 8. 
53 Idem, p. 19.  
54 Idem, p. 17.  
55 Idem, p. 10.  
56 Idem, p. 24. 
57 Ibidem.  
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expected to make Europe’s roads not only more secure but also to reduce congestion 

and provide social equity for road use. (B)  

A. Location-aware services on smartphones and their impact on 
society 

 
The emergence of smartphones with an integrated GNSS receiver, which is able to 

provide a positioning accuracy up to a few meters, allowed the development of apps 

that provide a service based on their users location, commonly referred to as ‘location-

based services’. In 2012, already 80% of smartphones shipped worldwide had GNSS 

capability.58 While Galileo will certainly contribute, through the increased accuracy 

that it will provide, to the future growth of the LBS market, such services are nowadays 

already widely used and appreciated by their users.  

 

Indeed, “location-aware applications are one of the biggest innovations brought by the 

smartphone era, and are effectively changing our everyday lives”.59While smartphones 

are without hesitation the most popular platform to access LBS, the development of 

other smart devices such as tablets or so-called “wearables” like f.ex. smart watches is 

also contributing to the growth of the LBS market.60  

 

Even though there is a lack of clear definition of LBS, they are commonly referred to 

as “services that take the user’s current or past location as input to provide a service”.61 

The mass usage of mobile devices with GNSS receivers has enabled LBS “to become 

very popular over the last decade”. 62  According to a survey of 2013, 49% of all 

American users owning a smartphone use LBS.63 As for Europe, statistics have shown 

that it is expected that, by 2017, 47,9% of internet users in the UK will access LBS, 

followed by France and Spain with 40,7%.64 These numbers illustrate the fact that LBS 

                                                        
58 Idem, p. 19.  
59 L. CALDERONI, P. PALMIERI, D. MAIO, “Location privacy without mutual trust: The spatial Bloom filter”, 
Computer Communications, 2015, Vol. 68, p. 4.  
60 GSA, “GNSS market report”, Issue 4, op. cit., p. 20.  
61  M. HERRMANN, M HILDEBRANDT, L. TIELEMANS, C. DIAZ, “Privacy in Location-Based Services: An 
Interdisciplinary Approach”, SCRIPTed, 2016, Vol. 13, Issue 2, p. 148.  
62 Ibidem.  
63 M. DUGGAN, “Cell phone activities 2013”, Pew Research Center (Internet & Technology), 19 September 
2013,  http://www.pewinternet.org/2013/09/19/cell-phone-activities-2013/  (last visited on the 26th of 
May 2017).  
64 “Pecentage of mobile subscribers in selected European countries using location-based services in 2014 and 
2017”, Statista,  https://www.statista.com/statistics/294314/share-of-mobile-subscribers-using-location-
based-services/ (last visited on the 26th of May 2017).   

http://www.pewinternet.org/2013/09/19/cell-phone-activities-2013/
https://www.statista.com/statistics/294314/share-of-mobile-subscribers-using-location-based-services/
https://www.statista.com/statistics/294314/share-of-mobile-subscribers-using-location-based-services/
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“have been gaining considerable popularity and are becoming the fastest growing 

activity-related services that people use in their daily life”.65  

 

This trend is not really surprising since smartphones have become an essential part of 

our private lives, but also of people’s business activities. Characteristic for these smart 

devices is that they can be used for a very large range of purposes, from traditional 

telephone applications to e-mails and other online messaging, surfing on the Internet, 

and, most importantly, also for navigation purposes. The most popular LBS used for 

navigation purposes is without hesitation Google Maps.66 Google Maps allows “users 

to get directions to almost any possible place and (…) [has become] a companion on 

most smartphones”.67 In 2014, 41% of Internet users worldwide used Google Maps 

services, with 1 billion monthly users.68 Refugees have reported that throughout their 

journey they have used Google Maps to cross both land and sea, stating that they 

“would be lost without Google Maps”.69 This illustrates that navigation services like 

Google Maps have not only become a part of our daily lives, but can also play a role in 

extreme situations and contribute to saving lives. While the benefits of navigation 

services such as Google Maps seem rather obvious, there are also other services, which 

go beyond the sole purpose of navigation, that are based on their users location. Today, 

LBS on smartphones range from geo-marketing and advertising to safety and 

emergency services, sports (f.ex. fitness-tracking apps), social networking (f.ex. friend 

locators) or even games that are based on their users’ location.70  

 

Another type of LBS that is highly popular are geo-social networks, which can be 

described as services “where users share information about their current whereabouts 

in the form of a check-in and as a way to maintain their social network”.71 Foursquare 

is one of the best-known geo-social network, allowing “users to check into venues, 

                                                        
65 T. PENG, Q. LIU, D. MENG, G. WANG, “Collaborative trajectory privacy preserving scheme in location-based 
services”, Information Sciences, 2017, Vol. 387, p. 165. 
66 M. HERRMANN, M HILDEBRANDT, L. TIELEMANS, C. DIAZ, op. cit., p.148.  
67 Ibidem.  
68  “Google Maps: 1 Billion Monthly Users”, GPS Business News, 17 July 2014,        
http://www.gpsbusinessnews.com/Google-Maps-1-Billion-Monthly-Users_a4964.html (last visited on the 
26th of May 2017).  
69 B. SEBTI, “4 smartphone tools Syrian refugees use to arrive in Europe safely”, The World Bank, 17 February 
2016, http://blogs.worldbank.org/voices/4-smartphone-tools-Syrian-refugees-use-to-arrive-in-Europe-
safely  (last visited on the 26th of May 2017).  
70 GSA, “GNSS market report”, Issue 4, op. cit., p. 16.  
71 M. HERRMANN, M HILDEBRANDT, L. TIELEMANS, C. DIAZ, op. cit., p. 148.  
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leave comments, share their activity with their friends, and obtain rewards for their 

system usage”.72 Other examples of LBS include applications providing their users 

with the nearest restaurant, hotel, attraction or other point of interest with regard to their 

current location, such as Tripadvisor, applications providing car transportation, such as 

Uber, or “applications for directions in a city’s public transport”. 73  Furthermore, 

Twitter and Facebook also fit in the category of LBS, since both of them offer the 

possibility of adding location tags to one’s post or tweet.74 

 

This shows that the benefits that can be gained from all of these different LBS “vary 

widely depending on the type of LBS used”.75 Benefits of geo-social networks such as 

Foursquare “may come in the guise of maintaining contact with parties of interest, 

economic incentives from retailers or other businesses, or increased knowledge of the 

whereabouts of persons in one’s social network” 76 , whilst benefits of navigation 

services such as Google Maps “allow a user to query location and direction information 

from a static point or while in transit, thus allowing for more effective decision-making 

regarding route planning”.77 

 

Regardless of the different benefits which these services may entail for their users, LBS 

have become a central part of people’s daily lives and users worldwide have begun to 

appreciate and rely on them for a variety of purposes to the extent that, for most of their 

users, it would be unimaginable not being able to use them. These developments clearly 

demonstrate how people nowadays depend on GNSS-based services, which is 

especially due to the fact that such services make their users’ lives easier in various 

different ways. Taking into account the continuous increase of the number of users, a 

multitude of new location-based mobile apps providing new types of services will 

undoubtedly follow in the next years. 

B. GNSS-based road applications: the emergence of ITS  
 

                                                        
72 Ibidem.   
73 Ibidem.  
74 Ibidem.  
75  C. D. COTTRILL, P. THAKURIAH, “Location privacy preferences: A survey-based analysis of consumer 
awareness, trade-off and decision-making”, Transportation Research Part C, 2015, Vol. 56, p. 134.  
76 Ibidem.  
77 Idem, pp. 134-135.  
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Satellite-based navigation has become an important element of our daily lives, 

especially when on the road. It was at the end of the 1990ies that the first Portable 

Navigation Devices (hereafter “PNDs”), such as Garmin StreetPilot, appeared. 78 

However, the emergence of smartphones and “the boom in navigation apps”79, had a 

“disruptive impact on the PND market”.80 Nonetheless, the “decrease in PND sales has 

been compensated by the growth of In-Vehicle Systems (hereafter “IVS”)”.81 As a 

result of these developments “IVS shipments outnumber those of PND’s”.82  

 

Since most of the new vehicles today are equipped with GNSS receivers, a multitude 

of new applications are currently being developed, going far beyond the sole purpose 

of navigation. These new applications, which will be GNSS-based, include, for 

example, the eCall emergency system, road user charging systems (RUC) and insurance 

telematics. The development of these new applications, generally referred to as 

“Intelligent Transport Systems” (“ITS”), shall, according to the European Commission,  

“significantly contribute to a cleaner, safer and more efficient transport system”.83 The 

EU acknowledged the importance of these new road applications in its ITS directive, 

which provides that “Intelligent Transport Systems (ITS) are advanced applications 

which, without embodying intelligence as such, aim to provide innovative services 

relating to different modes of transport and traffic management and enable various users 

to be better informed and make safer, more coordinated and ‘smarter’ use of transport 

networks”.84 According to the Commission, the directive is aimed to “accelerate the 

deployment of these innovative transport technologies across Europe”85 and is “an 

important instrument for the coordinated implementation of ITS in Europe” 86 . 

Furthermore, the Commission states that the goal is to “establish interoperable and 

seamless ITS services while leaving Member States the freedom to decide which 

systems to invest in”.87   

                                                        
78 GSA, “GNSS market report”, Issue 4, op. cit., p. 27.  
79 Ibidem.  
80 Ibidem.  
81 Ibidem.  
82 Ibidem.   
83 European Commission, “Intelligent Transport Systems: Action Plan and Directive”, 
https://ec.europa.eu/transport/themes/its/road/action_plan_en (last visited on the 26th of May 2017).  
84 Directive 2010/40/EU of the European Parliament and of the Council of 7 July 2010 on the framework for 
the deployment of Intelligent Transport Systems in the field of road transport and for interfaces with other 
modes of transport Text with EEA relevance, [OJ L 207], 6.8.2010, pp. 1-13, recital 3.  
85 European Commission, “Intelligent Transport Systems: Action Plan and Directive”, op. cit. 
86 Ibidem.   
87 Ibidem.  
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According to the Commission’s Action Plan that was released in 2008, ITS means 

“applying Information and Communication Technologies (ICT) to transport”. 88 

Through these technologies, roads in Europe should become “cleaner, more efficient 

(including energy efficient) and safer”.89 One of the first priorities of the Commission 

was to make Europe’s roads safer and more secure.90 This is reflected by the fact that, 

in light of the ITS directive, “in 2018, EU legislation will require all new cars to be 

equipped with the eCall solution (…) allowing a car to automatically contact the 

emergency services should it be involved in an accident”.91 Thus, the ITS directive, as 

well as the eCall regulation92, are clear indications of an increasing need to improve the 

handling of incidents and the need to make Europe’s roads safer.93 

 

Indeed, Regulation 2015/758 provides that “the deployment of an eCall service 

available in all vehicles and in all Member States has been one of the principal Union 

objectives in the area of road safety since 2003”.94 Furthermore, the regulation provides 

that “the mandatory introduction of the 112-based eCall in-vehicle system, (…) would 

make the service available to all citizens and thus contribute to the reduction of fatalities 

and severe injuries, of costs relating to healthcare, of congestion caused by accidents 

and of other costs”.95 

 

Additionally, since “accurate and reliable positioning information is an essential 

element of the effective operation of the 112-based eCall in-vehicle system”96, the 

regulation provides that it is “appropriate to require its compatibility with the services 

                                                        
88 Communication from the European Commission, “Action Plan for the Deployment of Intelligent Transport 
Systems in Europe”, 16.12.2008, COM(2008) 886 final, p. 3.  Available at : http://eur-lex.europa.eu/legal-
content/EN/TXT/PDF/?uri=CELEX:52008DC0886&from=EN (last visited on the 26th of May 2017).  
89 Idem, p. 2.  
90 European Commission, “Intelligent Transport Systems: Action Plan and Directive”, op.cit. 
91 D. BROWN, “Responsibility for Vehicle Security and Driver Privacy in the Age of the Connected Car”, IDC, 
February 2016, p. 2. Available at: 
https://www.veracode.com/sites/default/files/Resources/Whitepapers/idc-veracode-connected-car-
research-whitepaper.pdf (last visited on the 26th of May 2017).  
92 Regulation (EU) 2015/758 of the European Parliament and of the Council of 29 April 2015 concerning type-
approval requirements for the deployment of the eCall in-vehicle system based on the 112 service and 
amending Directive 2007/46/EC, [OJ L 123], 19.5.2015, pp. 77-89.  
93 A. BEEHAREE, G. FREMONT, G. GRAU, R. CAMPO et al., “Enabling Next Generation Emergency Call Service”, 
Procedia-Social and Behavioral Sciences, 2012, Vol.48, p. 2718.  
94 Regulation (EU) 2015/758 of the European Parliament and of the Council of 29 April 2015 concerning type-
approval requirements for the deployment of the eCall in-vehicle system based on the 112 service and 
amending Directive 2007/46/EC, op. cit., recital 3.  
95 Idem, recital 7. 
96 Idem, recital 10. 
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provided by (…) Galileo”.97 This is extremely important since, in order for eCall to be 

efficient, emergency services have to know the exact position of the vehicle suffering 

from an accident to provide help as quickly as possible. In fact, with the eCall 

emergency system, the response time “is reduced because (…) emergency services are 

notified instantly in case of an accident and are given the exact location of the 

accident”.98  

 

This regulation has made it mandatory that all new vehicles shall be equipped, until 

2018, with the eCall emergency system. According to the EU legislator, initiatives 

launched as a part of a voluntary deployment approach of emergency systems by the 

Member States, has “not achieved sufficient progress to date”.99 Indeed, “in-vehicle 

eCall systems have been available for quite some time but they have never really been 

adopted by motorists”100 since, until now, “they have been available only as an optional 

component”. 101  Thus, to answer the question why the EU legislator opted for a 

mandatory implementation by the Member States, it is because, taking into account the 

benefits of eCall, the Commission wants to see “a higher degree of implementation for 

eCall, and at this time it only seems possible through a mandatory implementation”.102  

 

The eCall emergency system is however not the only GNSS-based ITS application and, 

driven by Galileo, “even more GNSS-based applications are to be expected in the 

future”.103  In the future, new applications such as road user charging applications 

(RUC) or insurance telematics will “ensure more efficient handling of traffic”104 and 

even provide a fairer road use. GNSS-based road user charging is “capable of 

incorporating environmental and social equity in pricing for road use”.105 The aim of 

these technologies is to reduce “congestion and raising the revenue to maintain and 

                                                        
97 Ibidem.  
98  C. GEUENS, J. DUMORTIER, “Mandatory implementation for in-vehicle eCall: Privacy compatible?”, 
Computer Law & Security Review, 2010, Vol. 26, pp. 385-386.  
99 Regulation (EU) 2015/758, op. cit., recital 3.   
100 C. GEUENS, J. DUMORTIER, op. cit., p. 385.  
101 Ibidem.  
102 Idem, p. 386. 
103 D. VRHOVSKI, T. MOORE, L. BENNETT, “GNSS-based Road User Charging”, The Journal of Navigation, 2004, 
Vol. 57, p. 1.  
104 N. VANDEZANDE, K. JANSSEN, “The ITS Directive: More than a timeframe with privacy concerns and a 
means for access to public data for digital road maps?”, Computer Law & Security Review, 2012, Vol. 28, p. 417.  
105 N. R. VELAGA, K. PANGBOURNE, “Achieving genuinely dynamic road user charging: issues with a GNSS-
based approach”, Journal of Transport Geography, 2014, Vol. 34, p. 243.  
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improve transport infrastructure”. 106  RUC systems, based on GNSS technology, 

include for example “Electronic Toll Collection”, which provides road users with 

uninterrupted vehicle movement107 and further supports “toll operators in charging 

based on the actual use of the roads”.108 In an Electronic Toll Collection system, “the 

fee is transferred electronically from vehicles passing through the tollgate to the toll 

agency” 109 , which can, amongst other benefits, contribute to efficiently reduce 

congestion.  

 

In addition to RUC, other GNSS-based road applications include for example mobility 

pricing, which means that “different taxes, levies and insurance charged to motorists 

for using the roads can be priced based on actual mileage”.110 This allows insurance 

companies, through the use of black boxes that rely on GNSS data in order to determine 

and report the position, to “offer products that take customers’ mileage into account 

and offer reduction in premiums”.111 This would allow insurers and subscribers to 

benefit from an increased fairness of motor insurance.112  

 

It seems obvious that the development of such ITS, based on GNSS technology, comes 

with a lot of benefits, especially for road users. This, again, shows that today’s society 

relies more and more on GNSS-based applications and services, making our daily lives 

not only easier but also safer. Indeed, GNSS-based applications and services have 

gained considerable importance and have had a major impact on society. In addition, 

the development of new GNSS-based technologies will contribute to technological 

progress in the benefit of our society in the future. 

 

 III. GNSS-based applications and services: privacy and data 
protection risks  

 
As already established, GNSS-based applications come with a lot of benefits for their 

users and have gained considerable popularity over the last years. However, GNSS “are 

                                                        
106 Ibidem.  
107 Idem, p. 245.  
108 GSA, “GNSS market report”, Issue 4, op. cit., p. 24.  
109 N. R. VELAGA, K. PANGBOURNE, op. cit., p. 245.  
110  M. U. IQBAL, S. LIM, “A survey on users’ willingness-to-pay for privacy in mobility pricing systems”, 
Internationl Journal of Liability and Scientific Inquiry, 2008, Vol. 1, Issue 3, p. 307.  
111 Ibidem.  
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being used for a very rapidly growing plethora of applications and, thus, also cause a 

rapidly growing plethora of legal issues to arise”.113 These legal issues “range from 

general institutional and jurisdictional ones, to such concrete aspects as certification, 

security, intellectual property rights and data protection”.114 However, it is considered 

that the two most prominent and complex legal issues are the issue of privacy and data 

protection on one hand, and liability for erroneous positioning on the other hand.115 We 

shall focus especially on the issue of privacy and data protection, being an issue that 

raises a lot of questions in today’s society and that has been strongly discussed in the 

last few years, in particular in light of the development of new technologies. Firstly, it 

will be necessary to discuss the privacy risks of both LBS and ITS (A), before analysing 

in more detail the privacy threats with regard to LBS and their users. (B) 

A. Privacy risks of ITS and LBS 
 
The fast-paced development of both LBS and ITS has without hesitation brought a lot 

of benefits to our society. However, these services and applications are also collecting 

a huge amount of data from their users, in particular location data. Whilst it seems clear 

that, in order to provide certain services, it is necessary to have access on the location 

information of the user, this does not mean that location privacy is not at all protected. 

Location privacy can be defined as “(…) a special type of information privacy which 

concerns the claim of individuals to determine for themselves when, how, and to what 

extent location information about them is communicated to others. In short, control of 

location information is the central issue in location privacy”.116  

 

Even though both, ITS and LBS, are collecting their users location data, it will be 

necessary, in order to examine the specific privacy issues related to them, to discuss 

them separately. We shall first examine the privacy risks of ITS applications and 

services (1), before analysing the specific privacy concerns related to LBS. (2) 

                                                        
113 F. VON DER DUNK, “Liability for Global Navigation Satellite Services: A Comparative Analysis of GPS and 
Galileo”, Journal of Space Law, 2004, Vol. 30, p. 129.  
114 Ibidem.  
115 F. VON DER DUNK, “Legal aspects of navigation - The cases for privacy and liability: An introduction for 
non-lawyers”, Coodinates Magazine, May 2015, http://mycoordinates.org/legal-aspects-of-navigation/ (last 
visited on the 26th of May 2017).  
116 M. DUCKHAM, L. KULIK, “Location privacy and location-aware computing”, in R. BILLEN, D. FORREST, J. 
DRUMMOND et al., Dynamic & mobile GIS: investigating change in space and time, CRC Press, 2006, pp. 35-51. 
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(1) Privacy and data protection in the ITS directive and 
the eCall regulation  

 

Concerning ITS, such as the eCall emergency system, Electronic Toll Collection 

systems or insurance telematics, these applications, by collecting a large amount of 

location data, “all include a degree of monitoring and tracking of vehicles, which can 

be perceived as an infringement of the privacy of the driver”.117 According to some 

commentators, “the driver must know when such system is actively collecting data and 

thus tracking the vehicle’s movements and what will be done with such data”118 and 

that, as a result, “the use of ITS technologies will have to be bound to certain rules and 

requirements that need to ensure the user’s privacy and the security of his personal 

data”.119  

 

The ITS directive takes into account the possible privacy issues of such applications, 

providing that “the deployment and use of ITS applications and services will entail the 

processing of personal data” 120  and that, thus, such data must be processed in 

accordance with Union law, which means that the principles of purpose limitation and 

data minimisation should be applied to ITS applications.121 Furthermore, the recitals of 

the ITS directive provide that “anonymisation as one of the principles of enhancing 

individuals' privacy should be encouraged”.122 The protection of personal data is also 

explicitly acknowledged in art.10 (1) of the directive, providing that “Member States 

shall ensure that the processing of personal data in the context of the operation of ITS 

applications and services is carried out in accordance with Union rules protecting 

fundamental rights and freedoms of individuals, in particular Directive 95/46/EC and 

Directive 2002/58/EC”. Additionally, art.10 (2) provides that “in particular, Member 

States shall ensure that personal data are protected against misuse, including unlawful 

access, alteration or loss”, and that “personal data shall only be processed insofar as 

such processing is necessary for the performance of ITS applications and services”.123  

 

                                                        
117 N. VANDEZANDE, K. JANSSEN, op. cit., p. 417.  
118 Ibidem.  
119 Ibidem.  
120 Directive 2010/40/EU, op. cit., recital 12.  
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As indicated earlier, “many ITS solutions will include the ability to track vehicles, thus 

effectively monitoring the whereabouts of their drivers”.124 Since the EU legislator is 

well aware of the fact that “one of the main obstacles identified as hindering the 

implementation of ITS solutions is the degree by which privacy and data protection are 

respected in the deployment of such technologies”125, the European Data Protection 

Supervisor (hereafter “EDPS”) was asked, in order for the ITS directive to ensure “that 

existing provisions regarding privacy and data protection are duly complied with”126, 

to draft an opinion on the original proposal of the directive.127  

 

In its opinion, rendered in 2009, the EDPS, which is the EU’s independent data 

protection authority ensuring “that EU institutions and bodies respect people's right to 

privacy when processing their personal data”128, confirmed, first of all, that the use of 

ITS includes the collection, processing and exchange of a wide variety of data.129 This 

wide variety of data includes for example “geolocation information, which could be 

considered as personal data in the sense of Directive 95/46/EC 130  if it relates to 

identified or identifiable natural persons”131. Therefore, “the processing of such data 

will (…) have to comply with the provisions set forth by the EU legal framework on 

data protection”.132/133 

While, in its opinion, the EDPS welcomes the fact that “data protection has been taken 

into consideration in the drafting of the proposal and that it is put forward as a general 

condition for the proper deployment of ITS in Europe”134, it also highlights that a 

general referral to a specific legal framework is too broad and general in order to fully 

understand the specific case of applying data protection provisions to the use of ITS 
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125 Ibidem. 
126 Ibidem.  
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technologies.135 The EDPS also remarks that “the lack of clarity of the proposed legal 

framework will create diversity in the implementation of ITS in Europe and that, instead 

of reducing divergences amongst Member States it will, on the contrary, lead to 

considerable uncertainty, fragmentation and inconsistencies, due to different levels of 

data protection in Europe”.136 

According to the EDPS, the ITS directive has to clarify “when processing of personal 

data will start once ITS equipment is integrated in a vehicle and on which legal ground 

the processing will be performed”137, since “different legal bases may be relied upon 

by operators for the data processing, inter alia unambiguous consent of users, a contract 

or a legal obligation with which the controller shall comply”.138  

Furthermore, the EDPS remarks that it “favours the choice that ITS services are 

provided on a voluntary basis”139, which “entails that users must be able to freely 

consent to the use of the system and to the particular purposes for which it will be 

used”.140 It then continues by stating that “when the service provided relies on location 

data, appropriate information must be provided to the user who must be in a position to 

withdraw this consent”.141 

The EDPS also notes that, in addition to the need for clarity regarding the specific 

purposes to which ITS applications and services can process personal data, there is also 

a need to ensure compliance with the principles regarding proportionality and 

transparency.142 Another important aspect put forward by the EDPS is the compliance 

with the privacy-by-design approach.143 The privacy-by-design principle “aims to have 

privacy considerations embedded into the design specifications of technologies”.144 

The EDPS recommends, in order to comply with the data protection principles set down 

in Directive 95/46/EC145, that “a privacy-by-design approach is adopted at an early 
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stage of the design of ITS”.146 In its opinion, the EDPS also “warns about secondary 

use of location data: for instance if data was primarily collected for road tolling 

purposes, this data could be used secondarily by law enforcement agencies to calculate 

how fast a vehicle was driving”. 147  However, in accordance with the principle of 

“purpose limitation” set down by Directive 95/46, “such secondary use of location data 

cannot be permitted if the purposes of that secondary use are incompatible with those 

of the primary use”.148/149 The EDPS also criticised the amendments proposed by the 

European Parliament150, especially concerning the provision on the use of anonymous 

data. According to the EDPS there were concerns regarding the issue how to make 

personal data truly anonymous, which was not addressed by the proposed 

amendment.151 These developments clearly indicate that the EDPS found “the original 

text of the proposal (…) insufficiently clear and complete on the data protection 

principles”.152  

Furthermore, it seems clear that “the EDPS hoped that the original proposal for the 

directive would be amended to include a more direct reference to specific legitimate 

purposes for personal data processing through ITS technologies, as well as a reference 

to the fact that collected personal data can only be used for the specific purpose for 

which it was collected”.153  However, the original proposal was amended “without 

regard (…) to the remarks formulated in the EDPS opinion”.154 Thus, “the remarks 

formulated on the original proposal and the proposed amendments can (…) also be 

applied to the ITS Directive itself”.155    

It should also be mentioned that, aside from the ITS Directive taking into account 

privacy and data protection issues related to ITS applications in general, the eCall 

regulation156 also specifically addresses this issue with regard to the eCall emergency 
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system in its art.6 entitled “Rules on privacy and data protection”. Article 6 of the eCall 

regulation is however much more specific than art.10 of the ITS directive when it comes 

to the rules on data protection that should be applied. Indeed, as already examined, 

art.10 of the ITS directive only mentions that the processing of personal data, by ITS 

applications, shall be carried out in accordance with Union law157, shall not be misused 

or unlawfully accessed158 , shall only be processed insofar that such processing is 

necessary for the performance of ITS applications and services159, and, finally, that the 

use of anonymous data shall be encouraged.160  As underlined by the EDPS, these 

unclear rules, generally referring to a specific Union framework on data protection, are 

not emphasising the specific case of privacy and data protection issues in relation to 

ITS. This lack of clarity potentially creates divergences amongst Member States when 

implementing ITS technology and, in addition, threatens privacy and data protection 

safeguards when it comes to their users.  

However, art.6 of the eCall regulation is more extensive and goes into the details of the 

specific rules regarding privacy and data protection in relation with the eCall 

emergency system. First of all, art.6 provides that any processing of personal data 

through the 112-based eCall in-vehicle system shall comply with the personal data 

protection rules provided in Directive 95/46/EC161 and Directive 2002/58/EC162.163 It 

then goes into the details relating specifically to the processing of personal data, in 

particular location data, by the eCall emergency system. The regulation provides that, 

for example, “the personal data processed (…) shall only be used for the purpose of 

handling the emergency situations”164, giving thus the specific purpose of processing 

the data collected by the system. Additionally, art.6 also provides that “the personal 

data processed (…) shall not be retained longer than necessary for the purpose of 

handling the emergency situations”165 and “shall be fully deleted as soon as they are no 
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longer necessary for that purpose”.166 Thus, not only is it prohibited to process the data 

collected by the eCall system for other purposes than emergency situations, which are 

defined in art.5 (2)167 of the regulation, but the regulation also foresees that such data 

shall not be retained longer than necessary to fulfil this specific purpose and, most 

importantly, that the data shall be fully deleted once the specific purpose has been 

fulfilled. These specifications related to the purpose of processing are highly important, 

since they prevent any secondary use of personal data, especially location data, for 

purposes other than emergency situations.  

Other than the rules on purpose limitation, the regulation also explicitly includes the 

privacy-by-design approach, providing that “privacy enhancing technologies shall be 

embedded in the 112-based eCall in-vehicle system in order to provide eCall users with 

the appropriate level of privacy protection, as well as the necessary safeguards to 

prevent surveillance and misuse”.168 Furthermore, art.6 gives indications as to how 

these privacy-enhancing technologies, in accordance with the privacy-by-design 

principle, should work in practice. It provides that “manufacturers shall ensure that the 

112-based eCall in-vehicle system is not traceable and is not subject to any constant 

tracking”169 and that they “shall ensure that, in the internal memory of the 112-based 

eCall in-vehicle system, data are automatically and continuously removed. Only the 

retention of the last three locations of the vehicle shall be permitted in so far as it is 

strictly necessary to specify the current location and the direction of travel at the time 

of the event”.170 Moreover, art.6 (6) also provides that personal data “shall not be 

available outside the 112-based eCall in-vehicle system to any entities before the eCall 

is triggered”.171 The regulation even provides that “manufacturers shall provide clear 

and comprehensive information in the owner's manual about the processing of data 

carried out through the 112-based eCall in-vehicle system”.172  

Having clear data protection safeguards for the processing of location data by the eCall 

system is important especially since, as already discussed, the regulation makes it 
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mandatory to have this system in all vehicles. Consequently, the processing of data is 

not based on consent or a mutual agreement between the user and the service provider 

as it has been the case before eCall becoming mandatory. Once eCall becomes 

mandatory, “this phase of interaction between the parties is taken out and people can 

only accept that they have the system present and operating in their car”173, and “the 

user has no say in the matter”.174 Already in 2006, the Art.29 Working Party175, which 

by its recommendations and opinions shall contribute to “the harmonisation in the 

interpretation of the provisions of the data protection directive”176, issued a Working 

document on data protection and privacy implications in the eCall initiative. 177 

According to the Art.29 Working Party, if eCall were to become mandatory by a 

dedicated EU-wide regulation, which is now the case, “such regulation would have to 

be properly justified in terms of data protection”.178 The Working Party also underlines 

that it “privileges a voluntary approach for the introduction of the eCall service”179 and 

that “in case the mandatory option is implemented, a system of proper data protection 

safeguards has to be introduced”.180 

As stated in the Working document, if eCall would become a mandatory tool, “all 

privacy limitations while applying principles set out by the data protection directive, 

such as amongst others, the principle of proportionality, must be spelled out clearly in 

the law”.181 In other words, “rules have to be embodied in a dedicated law, taking into 

account data protection principles”. 182  The Art.29 Working Party emphasises, in 

particular, that “privacy enhancing technologies should be embedded in the eCall 

system in order to provide eCall users with the desired level of privacy protection”.183  

As stated in the document, these privacy enhancing technologies shall prevent a 

constant tracking of the user. Nevertheless, the Art.29 Working Party could accept a 
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system that stores the three most recent locations of the vehicle, detected by GPS or 

Galileo systems, with an external triggering factor required to transmit the data. Such a 

triggering factor could be a manual activation by one of the occupants or a road traffic 

accident. As underlined by the Working Party, it would also be necessary to clearly 

limit the scope of the collected data in order to prevent any further use of information 

for purposes other than ensuring road safety.184   

When reading art.6 of the eCall regulation, it seems like the EU legislator took into 

account the statements made by the Art.29 Working Party. The recitals of the regulation 

even explicitly mention that the recommendations made by the Art.29 Working Party 

in its Working paper should be taken into consideration.185 Indeed, the EU legislator 

followed not only the idea that it should be made clear in the law for which specific 

purposes the data can be processed, but also the ideas developed by the Working Party 

concerning privacy enhancing technologies, such as transmitting only the three most 

recent locations once the eCall system is triggered, have been adopted in the eCall 

regulation. Having such a clear legal framework, specifying how privacy and data 

protection rules shall be applied in concreto, does not only prevent service providers to 

unlawfully process location data collected by the eCall system, but it also guarantees 

that privacy and data protection principles are, in point of fact, complied with when 

providing this specific service.  

As observed, the ITS directive, unlike the eCall regulation, doesn’t provide for clear 

rules concerning privacy and data protection in relation to ITS technology, and only 

refers to the general EU legal framework on data protection, without giving specific 

indications as to how these rules should be applied, in concreto, to the specific case of 

ITS applications and services. This could be explained by the fact that the directive 

refers to ITS technology in general and, being a directive, it only provides for minimum 

standards. However, as previously mentioned, this lack of clarity creates possible 

divergences amongst Member States when implementing ITS technologies, which 

could then lead to different levels of data protection in Europe. Even though one can 

admit that having precise data protection and privacy rules, such as in the eCall 

regulation, is a difficult task for ITS technologies in general, taking into consideration 
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that some may entail other data protection and privacy issues than others, it is however 

unfortunate that the ITS directive is not more clear on the specifics of data protection 

related to ITS in general, especially concerning the rules on privacy enhancing 

technologies and privacy-by-design.  

(2) Location-based services as a concern for users’ privacy  
 
As previously developed, there exists a wide variety of LBS and they have become, for 

most of us, a part of our daily lives. These services have in common that “users must 

share their current whereabouts with a service provider to, for example, find nearby 

points of interest, share location data with friends, or get directions”.186 However, by 

downloading these services on smartphones or other smart devices, users, aware or not, 

“disseminate accurate location data to remote machines and thus lose control over (…) 

[their] data”.187 As a consequence of sharing “their locations and queries to obtain 

desired services”188, these services create “significant privacy concerns as access to 

accurate location data may reveal sensitive information about an individual”.189 Indeed, 

location data of smartphones is “regularly sent to the app- provider and even third 

parties gain access to this data”. 190  It is well known that “the ensuing mass 

dissemination of location data generates significant privacy concerns because location 

data reveals information about users that is potentially sensitive”.191 Moreover, location 

data is difficult to anonymise192 and “entities with access to accurate location data are 

able to make inferences about, for example, home/work address, income level, religious 

beliefs, sexual preferences or health issues”.193/194  

 

Different to ITS technologies and the specific case of the eCall emergency system, there 

is no specific framework dealing with LBS and, thus, there are no sector-specific rules 
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on privacy and data protection applying to these services. However, Regulation 

1285/2013195, which deals, amongst others, with the implementation and exploitation 

of Galileo, provides in its art.31 that “the Commission shall ensure that personal data 

and privacy are protected during the design, implementation and exploitation of the 

systems and that the appropriate safeguards are included therein”.196 Furthermore, the 

regulation provides that “all personal data handled in the context of the tasks and 

activities provided for in this Regulation shall be processed in accordance with the 

applicable law on personal data protection, in particular (…) Directive 95/46/EC197 of 

the European Parliament and of the Council”.198  Since LBS are mostly private199 

entities exploiting, at least in the future, Galileo signals in order to offer services, one 

could argue that Regulation 1295/2013 is the legal basis providing that such services 

have to comply with privacy and data protection safeguards. These issues regarding the 

applicable legal framework will be further discussed in Chapter II.   

 

Moreover, in order to highlight the differences between ITS and LBS, various studies 

have shown that there are some major differences when it comes to user’s willingness 

to give up privacy. Indeed, the willingness of giving up privacy to some degree 

depends, for most users, on the benefits that these services and applications involve. 

Thus, “balancing the benefits of ITS and LBS adoption are concerns that individuals 

(…) may have regarding their use, including privacy concerns regarding collected data 

and general unease with new technologies”.200 Indeed, according to a study conducted 

in 2015, the importance of privacy of location information is “conditional to the 

application”.201 Concerning road applications, “3/4 of the end users are willing to share 
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their location for personal safety and almost as many for traffic management”.202 

However, concerning LBS, “although LBS are the major revenue source in the GNSS 

market, almost half of the end users consider LBS as the least important GNSS 

application”.203 Thus, privacy concerns are, in general, higher when it comes to LBS 

than when it comes to road applications according to the users. However, it must also 

be noted that the willingness of the user to give up privacy may also vary with the 

specific LBS. In fact, the most important LBS applications, according to this study, are 

mapping and navigation applications, emergency services, and tracking applications.204 

This again shows that privacy concerns of users vary with the benefits that the service 

implies. Nevertheless, this study clearly shows that, in general, road applications are 

more important for the users than LBS and that, as a result, users are more concerned 

about their privacy when using LBS than when using road applications.205  

 

As a matter of fact, having increased privacy concerns when it comes to LBS is not 

unfounded. These services, using real-time location data from smartphones or other 

smart mobile devices, may involve higher privacy risks for their users than it is the case 

for other GNSS-based applications, including ITS technologies. This has also been 

underlined by the Art.29 Working Party in its opinion on geolocation services on smart 

mobile devices.206 Indeed, as remarked by the Working Party, “a smart mobile device 

is very intimately linked to a specific individual”207 and “most people tend to keep their 

mobile devices very close to themselves, from their pocket or bag to the night table next 

to their bed”.208 Furthermore, the Working Party also notes that “it seldom happens that 

a person lends such a device to another person”209 since “most people are aware that 

their mobile device contains a range of highly intimate information, ranging from e-

mail to private pictures, from browsing history to for example a contact list”.210  

 

It is because of these reasons that LBS providers are able to “gain an intimate overview 
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of habits and patterns of the owner of such a device and build extensive profiles”.211 By 

collecting their users location data, such service providers can deduce, for example, due 

to a pattern of inactivity at night, the sleeping place or  “from a regular travel pattern in 

the morning, the location of an employer may be deduced”.212 As a result, LBS have to 

be distinguished from ITS and road applications in general because of their degree of 

intrusiveness to their users’ privacy. Unlike vehicles, smartphones are closely linked to 

their owner and people generally don’t leave the house without their smartphone. 

Consequently, location information collected from smartphones is much more precise 

when it comes to the patterns and behaviours of the individuals and thus privacy risks 

are higher compared to GNSS-based road applications.  

It follows from all of these developments that, even though there are many other GNSS-

based applications and services processing location data that may also raise data 

protection concerns213, LBS on smartphones are particularly threatening to their users 

privacy. Taking into account these increased privacy risks and the fact that this sector 

is developing at a rapid pace, with new LBS entering the market in the coming years, 

we shall therefore specifically focus, in the following developments, on privacy and 

data protection issues of LBS on smartphones.  

B. LBS as a prime threat for location privacy  
 
As already discussed, LBS come with a lot of benefits an people have started 

incorporating these services into their daily lives. However, they might not be aware of 

the fact that these service providers collect and store their location data, or even sell 

such data to third parties, and even if they are aware they might not know how sensitive 

their location data might be and that it reveals far more than just information about their 

location. It seems clear that for most LBS to be able to provide their services, such as 

navigation applications, it is necessary to have access to the users location data. 

However, there are also many other LBS, as for example Facebook, which collect 

location data from a variety of sources214 even when this is not really necessary in order 

to provide their service. Since “tracking an individual’s location is inherently 
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intrusive”215, it is important to have a clear legal framework in order to ensure privacy 

and data protection and to guarantee the protection of the user’s location privacy. 

 

In order to illustrate the problem of location privacy in relation with the use of LBS, 

the following scenario shall be examined. ‘A’ is going to Rome for a small weekend 

trip. On his way to the airport, he uses Google Maps to find the parking he had reserved, 

which is close to the terminal. Arrived in Rome, instead of calling a normal taxi, he 

uses the Uber app in order for an Uber taxi to bring him to his hotel. In the afternoon, 

he wants to visit the most popular attractions of Rome, using Google Maps to guide 

him through the city. After a long day he decides to finally have diner. Using the 

Tripadvisor mobile app, he is guided to the nearest kosher restaurant. While waiting for 

his diner, he shares some private pictures, taken during visiting the attractions, on 

Facebook, tagging his location. The next day, A is not feeling well. With Google Maps, 

he is able to find the nearest hospital in order to get the much-needed help. In the 

evening, A is feeling better and he is able to enjoy the rest of his last day in Rome.  

 

This example shows that LBS can be used in various situations and for various different 

purposes. The example also gives and idea of how much location data can be collected 

by app providers during only one day. While the location data itself already reveals a 

lot about A, for example the fact that he is not at home but in Rome and that he’s 

probably on holidays, the location data reveals far more than just his location 

information. First of all, the data collected by the Uber app not only reveals the current 

location of A, but it also reveals that he travelled by airplane and, additionally, it might 

also reveal in which hotel he’s staying and how much he is able to pay for his stay in 

Rome. The data collected by the Tripadvisor mobile app he used in order to find and 

guide him to the restaurant would not only reveal where he is eating, but also that it is 

a kosher restaurant, potentially revealing information about his religious beliefs. 

Furthermore, the data collected by Google Maps would reveal that A had some medical 

condition and that he had to find a hospital, thus revealing information about his health. 

This shows that location data reveals far more about an individual than one would 

originally expect. Thus, even if users are aware that their location data is processed, 

they might not be aware of how sensitive such data might be. In other words, users of 
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LBS might not be aware that the processing of location data is more invasive to their 

privacy than expected at first sight. 

 

As aforementioned, providers of LBS are able, by processing location data of their users 

over longer periods of time, to gain an intimate overview of habits and patterns of the 

owner of such smart devices and are able to build extensive profiles.216 The problem is 

that “these profiles can be used to take decisions that significantly affect the owner”.217 

Additionally, as illustrated by the example above, a behavioural pattern may also 

include data considered as sensitive data under EU data protection law “if it for example 

reveals visits to hospitals and religious places, presence at political demonstrations or 

presence at other specific locations revealing data about for example sex life”.218 Thus, 

location data by itself, but also in combination with other data from other sources, may 

reveal sensitive information about individuals.219  

Apart from the fact that people might not be aware of how sensitive their location data 

actually is, the fact that location-aware apps are usually free to use220 certainly also 

contributes to the popularity of such applications. Indeed, the aim of such providers is 

to “monetise the information (…) about the users”.221 In other words, the users of LBS 

pay with their location data. Indeed, “in the case of free services, service providers 

finance their service by either adding third party advertisers to their applications or by 

selling user data to data brokers”.222 As a result, some LBS, such as Facebook, which 

has contracts with large data brokers223, “collect location data that is not necessary to 

deliver their service”.224 In fact, location data is high value data, and the analysis of 

such data, especially when combined with data of other sources (“big data”)225, is 

important for the development of new technologies and services, but also for the 
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evolution of society as a whole. However, the current business model leads to a 

situation where “users share their location data with many more entities than they may 

be aware of and their location data may be used for purposes that they would never 

anticipate”.226  

Furthermore, from a technical point of view, LBS could monitor their users without 

them really being aware that they are being tracked, for example “when people ‘forget’ 

or are not properly informed that location services are switched ‘on’, or when the 

accessibility settings of location data are changed from ‘private’ to ‘public’”.227 While 

most of the users of LBS think that such apps are only processing their location data 

when actively using the app, some recent cases have shown that some apps are 

processing location data even when the app is not used. In 2016, it was revealed that 

the fitness-tracking app “Runkeeper” transmitted personal data, including location data, 

to a third party when not in use. It was considered that such collection of data is 

unlawful according to EU data protection law, since, at no point, the users were asked 

for their consent to their data being processed in such manner.228 To give another 

example, Uber, in 2016, launched an update to its app asking their users to allow them 

to collect their location data even when not using the app.229 While this would entail 

the consent of the user, this new update is however questionable with regard to location 

privacy and the protection of location data.  

These developments raise important questions regarding the applicable legal 

framework. Therefore, it will be necessary to examine the rules applicable to these 

service providers concerning privacy and data protection safeguards. In other words, it 

will be necessary to establish and analyse the legal framework these providers have to 

comply with when processing their users’ location data. The main question that arises 

is whether consent is the only basis for the lawful processing of location data by the 

app provider or whether there are other legitimate grounds for lawful processing of such 

data. Furthermore, it will be necessary to examine if, in case of a breach of these rules 
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by service providers, the framework provides for sufficient remedies available to the 

users in order for them to be able to stop the unlawful processing and protect their 

personal data. These questions related to the applicable legal framework shall be 

answered in Chapter II.  

 

 

 

 

 

 

 

 

 

 

 Chapter II. The EU legal framework applicable to LBS 
 
We shall in this Chapter determine the legal framework applicable to providers of LBS 

as well as examine, in detail, the specific rules these providers have to comply with, 

especially with regard to the processing of location data. Furthermore, it shall be 

established whether, in case of a breach of these rules, individuals have the possibility 

to seek for remedies. Firstly, in order to avoid any confusion, it will be necessary to 

explain the difference between privacy and data protection, especially with regard to 

the EU legal order. (I) Secondly, the applicability of the E-Privacy directive shall be 

analysed in order to establish whether LBS providers have to comply with the rules set 

down in this framework. (II) After that, we will examine if, and under which conditions, 

the processing of location data by LBS falls into the scope of the new General Data 

Protection Regulation (hereafter “GDPR”). (III) Lastly, we will also take a look at the 
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EU legal framework on the processing of personal data by law enforcement, in order to 

establish if, and under which conditions, this framework allows public authorities to 

have access on location data collected by LBS. (IV) 

 I. The difference between privacy and data protection  
 
We shall first examine the developments that lead to the recognition of data protection 

as a fundamental right (A), before examining the difference between privacy and data 

protection. (B)  

A. The recognition of data protection as a fundamental right  
 
The importance of data protection, and its indissociable link with the right to privacy, 

has been recognized in Europe “to meet some of the challenges created by emerging 

technologies in the 1970s”.230 In fact the Council of Europe decided in the early 1970s 

that art.8 of the European Convention on Human Rights of 1950 (hereafter “ECHR”), 

which provides for the right to respect of private and family life, “suffered from a 

number of limitations in the light of new developments, particularly in the area of 

information technology”.231 Therefore the European Court on Human Rights (hereafter 

“ECtHR”) applied an extensive interpretation of the notion of private life set down in 

art.8 ECHR, “extending it far beyond the walls of the private house and the intimate 

sphere”.232 Already in the 1980s, the ECtHR confirmed at several occasions233 that data 

protection is an issue that falls within the scope of art.8 ECHR.234 In 1981, the Council 

of Europe also adopted a separate Convention on data protection (ETS No. 108)235, 

“dealing with data protection as protection of the fundamental rights and freedoms of 

individuals, in particular their right to privacy, with regard to the processing of personal 

data related to them”.236 At present, the Convention 108 is the only at the same time 

internationally and legally binding document concerning data protection standards. In 

fact, this Convention is open to be signed by States which are not Members of the 
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Council of Europe. In 2013, Uruguay was the first non-European State to adhere to 

Convention 108.237 This development concerning data protection on the level of the 

Council of Europe was later followed by “EU regulatory initiatives”.238 The European 

data protection regime is centred on Directive 95/46239, which has “become the central 

field for the development of privacy law and policy”.240 This directive was developed 

by taking inspiration from Convention 108 by the Council of Europe. 241  The 

recognition of data protection as a fundamental right in Europe was reinforced by the 

introduction of the EU Charter of Fundamental Rights in 2009 (hereafter “Charter”), 

which explicitly provides in art.8 for the protection of personal data. These 

developments show that the protection of personal data has risen to being a fundamental 

right, legally recognized both at the level of the Council of Europe as well as in the EU 

legal order, where this right is even recognised as an “autonomous right”242 in art.8 of 

the EU Charter. 

 

B. Privacy and data protection: two separate fundamental 
rights? 

 

The aforementioned developments clearly demonstrate that “the roots of the right to 

data protection lie in the right to privacy”.243 Thus, “article 8 is closely linked to article 

7 of the Charter, which enshrines the right to respect for private and family life, home 

and communication”.244 Indeed, by recognising the right to data protection (art.8) as a 

separate right from the right to privacy (art.7), the Charter is unique since, for instance, 

“the right to data protection as such cannot be found in the ECHR”.245 As explained 

earlier, this does however not mean that the right to data protection is not recognised at 

the level of the Council of Europe. In fact, through an extensive interpretation of the 

right to privacy, the ECtHR began quite early, driven by technological developments, 
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in particular the emergence of the computer, to acknowledge data protection as distinct 

fundamental right protected under the much broader notion of privacy.246 In 1997, the 

ECtHR, in its ruling in Z v. Finland247, “made an explicit link between article 8 ECHR 

and Convention 108”.248 This shows that, according to the ECtHR, the right to data 

protection is inherent to the right to privacy.  

 

On the contrary, the EU Charter clearly recognises the right to data protection as an 

autonomous fundamental right, separated from the right to privacy. This has lead to “an 

ongoing debate in legal literature on the actual difference between the right to privacy 

and the right to data protection”.249 Some commentators argue that, since they are both 

linked to the concept of informational self-determination, which implies “the control 

over one’s own personal information”250, privacy equals data protection. On the other 

hand, the majority of the commentators argues that privacy and data protection, even 

though they are closely connected, cannot be considered as being identical. 251 

Concerning the differences between privacy and data protection, it shall first be 

mentioned that “the notion of self-determination (…) is not how data protection is 

generally considered in the Council of Europe and the EU”.252 In fact, informational 

self-determination would imply that “consent to data processing is the key notion for 

lawful data processing”.253 However, neither in Convention 108 of the Council of 

Europe nor in the EU secondary legislation on data protection, consent is the only 

ground for lawful processing of personal data. Indeed, EU data protection rules are 

based on a system of checks and balances, ensuring lawful processing also without 

asking the consent of the person involved.254 This is the reason why the right to data 

protection has been recognised as a distinct fundamental right in the EU Charter. In 

contrary to other rights in the EU Charter, art.8 “compromises a system of checks and 

balances”.255 Indeed, art.8 explicitly specifies that personal data “must be processed 
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fairly (…) on the basis of the consent of the person concerned or some other legitimate 

basis laid down by law”, meaning that it allows EU secondary legislation to set down 

the rules for the lawful processing of personal data on legitimate grounds different than 

consent. In other words, the right to data protection not only provides for individuals to 

be able to protect their personal data, but at the same time it also provides for the right 

to fair processing of personal data under the conditions laid down by law. Thus, the 

right to data protection doesn’t prohibit the processing of personal data but aims “at 

allowing individuals to claim that their data should be fairly and lawfully processed”.256     

 

Furthermore, since art.8 explicitly mentions the conditions for processing, based on a 

system of checks and balances, it “cannot be meaningfully scrutinised under art.52 (1) 

of the Charter”.257 Article 52 (1) of the Charter provides that “any limitation on the 

exercise of the rights and freedoms recognised by this Charter must be provided for by 

law and respect the essence of those rights and freedoms. Subject to the principle of 

proportionality, limitations may be made only if they are necessary and genuinely meet 

objectives of general interest recognised by the Union or the need to protect the rights 

and freedoms of others”. However, art.52 (1) cannot be used to examine whether a 

limitation of the right to data protection is lawful or not, since art.8 doesn’t provide, as 

it is the case for the right to privacy, for a prohibition of processing but already states 

that processing is allowed under the conditions set down by law. Therefore “one cannot 

actually speak about a limitation of the right to data protection as such which could be 

justified under the conditions of article 52 (1)”258 and “it seems that this point has been 

overlooked when the Charter was drafted”.259  

 

Indeed, art.7 of the Charter, in contrary to art.8, doesn’t provide for such a system based 

on checks and balances, providing only that “everyone has the right to respect for his 

or her private and family life, home and communications”. This means that the right to 

privacy can only be limited under the conditions set down in art.52 (1) of the Charter. 

Thus, both rights are based on different regimes when it comes to limiting them, which 

again means that they cannot be seen as being identical rights.  
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Additionally, various authors have also emphasised the differences in scope of privacy 

and data protection. Accordingly, data protection is not only more specific260 than 

privacy, protecting only personal data, but it is also wider because it protects all 

personal data, not only in relation to the right to privacy, but also “in relation to other 

fundamental rights such as the right to non-discrimination”.261  Data protection, in 

connection with the right to non-discrimination, was for example dealt with, by the 

Court of Justice of the European Union (hereafter “CJEU”), in the Huber262 case.  

 

Nevertheless privacy and data protection, although these developments clearly show 

that they cannot be treated as synonyms, are closely linked rights. Indeed, “even if 

European law clearly distinguishes between privacy and data protection, both in terms 

of form and content, they intersect”.263 Indeed, the distinction of both rights might in 

certain cases be a difficult task. This is probably the reason why the CJEU, in its case 

law264, “does not make a systematic distinction between privacy and data protection”.265 

Taking into account the aforementioned differences between privacy and data 

protection, the CJEU “has been criticised for not properly distinguishing between 

privacy and data protection”.266/267 

 

While it seems clear that privacy and data protection are not identical rights, “the 

relevance of distinguishing between the right to privacy and the right to data protection 

has faded due to the increased importance of informational privacy, as well as the broad 

scope of privacy in an information society extending to the public sphere”.268 Thus, one 

could argue that instead of distinguishing these two closely related rights, they should 

be considered as two fundamental rights as part of one system, with data protection 

being instrumental to the right to privacy.269 In other words, “data protection rules 
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should ensure that privacy can be delivered”.270 Indeed, in an Internet environment, the 

distinction between privacy and data protection doesn’t really make sense anymore, 

since “all personal data processing potentially affects privacy in the broad sense”.271 

This seems to be the most logical approach when it comes to the debate concerning the 

difference between privacy and data protection.  

 

This approach also applies to the specific case of location data and the protection of 

location privacy. Indeed, even though they are not synonyms, it doesn’t make sense to 

distinguish these two notions since they are part of one same system. Indeed, as 

previously established, all processing of location data by LBS affects the concerned 

individuals’ privacy, more precisely their location privacy. While it is not prohibited to 

process location data, the rules applying to such processing shall ensure that location 

privacy is safeguarded. Thus, protection of location data and protection of location 

privacy are two overlapping concepts, referring, in general, to the same idea.      

 

 II. The rules applicable to LBS: analysis of the applicable legal 
framework 

 
Apart from the Charter providing for the protection of personal data in art.8, data 

protection is, since the entry into force of the Lisbon Treaty, also explicitly recognised 

in the Treaties. The right to data protection can be found in art.16 of the Treaty on the 

Functioning of the European Union (hereafter “TFEU”) as well as in art.39 of the 

Treaty on the European Union (hereafter “TEU”).  Article 16 TFEU provides that 

“everyone has the right to the protection of personal data concerning them” and that 

“the European Parliament and the Council (…) shall lay down the rules relating to the 

protection of individuals with regard to the processing of personal data by Union 

institutions, bodies, offices and agencies, and by the Member States when carrying out 

activities which fall within the scope of Union law (…). Compliance with these rules 

shall be subject to the control of independent authorities”. Hence, art.16 TFEU provides 

“that the EU legislator must lay down the rules on data protection”.272 Furthermore, 

art.39 TEU provides that “data protection rules shall also be adopted for the common 
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foreign and security policy laid down in Chapter 2 TEU”273 and that “instead of the 

ordinary legislative procedure, which is foreseen in Article 16 TFEU, a decision for the 

common foreign security policy shall be adopted by the Council only”.274  

 

Besides data protection being protected by primary EU legislation, “data protection is 

also enshrined in a series of (quasi-) legislative EU instruments”275, so-called secondary 

EU legislation, laying down more specific rules regarding the protection of personal 

data. The most important instrument is without hesitation Directive 95/46/EC276 known 

as the Data Protection Directive, soon to be replaced by the General Data Protection 

Regulation (hereafter “GDPR”)277, which introduced data protection principles within 

EU law and set the main benchmarks for the protection of personal data in the EU.278 

Another instrument is the sector-specific Directive 2002/58/EC279, often referred to as 

the E-Privacy directive, which “actualises the data protection principles to face some 

of the new challenges raised by the continuing developments in the electronic 

communications sector”. 280 Since, as already mentioned, there is no specific legal 

framework dealing with the processing of personal data, in particular location data, by 

providers of LBS, it is necessary to determine which legal framework is applicable to 

such processing. Indeed, the processing of location data is governed, and explicitly 

mentioned, by two data protection regimes, “addressed to different parties and the 

applicability of their rules is technology-dependent”. 281  In order to find out the 

applicable rules, laying down on one hand the obligations LBS providers must comply 

with when processing location data and, on the other hand, the rights of the users 

concerning the protection of such data, we shall first examine the applicability of the 
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legal framework on E-Privacy (A), before analysing whether the processing of location 

data by LBS falls into the scope of the new GDPR. (B) 

A. Applicability of the legal framework on E-Privacy  
 
It shall first be examined if the rules of the current E-Privacy directive are applicable 

to the processing of location data by LBS (1), before analysing if these services will 

fall into the scope of the new E-Privacy regulation. (2)  

(1) The current E-Privacy directive  
 
The E-Privacy directive282 deals with the processing of personal data by the electronic 

communication sector. The EU legislator has considered that, for the sector of 

electronic communication, it was necessary to “supplement the general Data Protection 

Directive with a sector-specific data protection directive, (…) [which] is more specific 

than and complements the Data Protection Directive 95/46”. 283 Thus, “Directive 95/46 

is lex generalis, which applies to the processing of personal data unless Directive 

2002/58, the lex specialis, determines otherwise”.284  The reason for creating these 

sector-specific rules and “introducing traffic data and location data as distinct types of 

data is the acknowledgement that these types of data entail specific risks against 

privacy”.285 Thus, “extra protection was considered necessary, in order to guarantee 

confidentiality, prompt anonymisation, and consent”.286 According to art.2 (c) of the E-

Privacy directive, location data can be defined as “any data processed in an electronic 

communications network, indicating the geographic position of the terminal equipment 

of a user of a publicly available electronic communications service”, whereas traffic 

data can be defined as “any data processed for the purpose of the conveyance of a 

communication on an electronic communications network or for the billing thereof”.287 

In fact, as in the case of a mobile phone call, some traffic data can also be considered 

as location data since “traffic data include data on the geographical position of the 

terminal equipment at the beginning and at the end of a communication”.288 
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The question that arises is whether or not providers of LBS have to comply with the 

obligations set down in the E-Privacy directive when processing location data of their 

users. In other words, it has to be established whether the processing of location data 

by LBS can be qualified as “data processed in an electronic communication 

network”.289 In order to do so, it is necessary to examine the definitions of ‘electronic 

communication network’ and ‘electronic communication service’. However, the 

definitions of these notions cannot be found in the E-Privacy directive, but in Directive 

2002/21. 290  Article 2 (a) of directive 2002/21 provides that an ‘electronic 

communication network’ “means transmission systems and, where applicable, 

switching or routing equipment and other resources which permit the conveyance of 

signals by wire, by radio, by optical or by other electromagnetic means, including 

satellite networks, fixed (circuit- and packet-switched, including Internet) and mobile 

terrestrial networks, electricity cable systems, to the extent that they are used for the 

purpose of transmitting signals, networks used for radio and television broadcasting, 

and cable television networks, irrespective of the type of information conveyed”. 

Furthermore, art.2 (c) provides that ‘electronic communication service’ “means a 

service normally provided for remuneration which consists wholly or mainly in the 

conveyance of signals on electronic communications networks, including 

telecommunications services and transmission services in networks used for 

broadcasting, but exclude services providing, or exercising editorial control over, 

content transmitted using electronic communications networks and services; it does not 

include information society services, as defined in Article 1 of Directive 98/34/EC, 

which do not consist wholly or mainly in the conveyance of signals on electronic 

communications networks”. Thus, it will be necessary to analyse whether LBS, such as 

Google Maps, can be considered as ‘electronic communication services’.  

 

According to the Art.29 Working Party, telecommunication operators, by providing an 

electronic communication service, continuously process base station data of their 

clients. 291  From a technical point of view, “the area covered by the different 

telecommunication operators is divided in areas that are generally known as cells”292 
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and “in order to be able to use a mobile phone or to connect to Internet using 3G 

communication, the mobile device has to connect to the antenna (“base station”) that 

covers that cell”.293  Thus, as remarked by the Working Party, “all the time a mobile 

device is switched on, the device is linked to a specific base station”294 and “the telecom 

operator continuously registers these links”.295 Since every base station “is registered 

with a specific location”296, this technology allows telecommunication operators to 

collect location data from their clients. The Art.29 Working Party also underlines that 

“if a telecom operator offers a hybrid geolocation service, that is also based on the 

processing of other types of location data such as GPS or WiFi data, that activity 

qualifies as a public electronic communication service”.297 Thus, the processing of such 

data also falls into the scope of the E-Privacy directive.  

 

However, the Working Party also highlights that, “typically, companies that provide 

location services and applications based on a combination of base station, GPS and 

WiFi data are information society services”.298  As observed, art.2 (c) of Directive 

2002/21 explicitly provides that the notion ‘electronic communication service’ does not 

“include information society services, as defined in article 1 of Directive 98/34/EC, 

which do not consist wholly or mainly in the conveyance of signals on electronic 

communications networks”. The notion ‘information society services’ can be defined 

as “any service normally provided for remuneration, at a distance, by electronic means 

and at the individual request of a recipient of services” 299 , by ‘electronic means’ 

meaning that “the service is sent initially and received at its destination by means of 

electronic equipment for the processing (including digital compression) and storage of 

data, and entirely transmitted, conveyed and received by wire, by radio, by optical 

means or by other electromagnetic means”.300  
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Since location-aware apps fall into the definition of ‘information society services’, not 

consisting wholly or mainly in the conveyance of signals on electronic communications 

networks, these services are excluded from the scope of the E-Privacy directive. The 

Art.29 Working Party also underlines that “the E-Privacy directive does not apply to 

the processing of location data by information society services, even when such 

processing is performed via a public electronic communication network”.301 Indeed, “a 

user may choose to transmit GPS data over the Internet, for example when accessing 

navigational services on the Internet”. 302  However, in such a scenario, the 

telecommunication service provider only acts as mere conduit and has, in general, no 

access to the data communicated between the service provider and the user.303 

 

Thus, the applicability of the E-Privacy directive depends, in general, on how service 

providers collect location data, which again depends on which technology is used. 

While electronic communication services collect their clients location data typically via 

the data collected by base stations, LBS process their users location data based, primary, 

on satellite technology and, more importantly, not for communication purposes. Hence, 

location-aware applications on smartphones do not fall into the scope of the E-Privacy 

directive.  

 

However, taking into account that some concerned individuals as well as some service 

providers may have difficulties understanding the definitions of ‘electronic 

communication service’ and ‘information society service’, this may lead to legal 

uncertainty as to when the processing of location data has to comply with the rules and 

obligations set down in the E-Privacy directive. The exclusion of LBS from the scope 

of the E-Privacy directive can be explained by the fact that this directive dates back to 

2002, while the first smartphone, as we know it today, was only introduced in 2007. 

Even though services on mobile phones based on the users location were already 

available back then, they were still in their infancy.304 It is only in the recent years, due 

to the emergence of mobile devices with GNSS capabilities combined with the 

increased popularity of location-aware apps, that services other than electronic 

communication operators are able to process location data at a large scale, significantly 
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expanding the risks concerning location privacy. Indeed, before the emergence of LBS, 

“location data were regarded as purely technical data required for making or receiving 

a call from a mobile telephone and available only to electronic communications 

operators”.305 Thus, at the time the E-Privacy directive was drafted, the EU legislator 

considered that having specific rules protecting the processing of location data only 

mattered in relation to the electronic communication sector. 

(2) The proposed E-Privacy regulation 
 

In January 2017, the European Commission proposed a new E-Privacy regulation.306 

The proposed regulation shall, in light of the Digital Single Market Strategy 307 , 

“increase trust in and the security of digital services”308 as well as ensure “consistency 

with the General Data Protection Regulation (GDPR)”309, which will soon replace 

Directive 95/46. As remarked by the Commission, “consumers and businesses 

increasingly rely on new internet-based services enabling inter-personal 

communications such as Voice over IP, instant messaging and web-based e-mail 

services, instead of traditional communications services. These Over-the-Top 

communications services (“OTTs”) are in general not subject to the current Union 

electronic communications framework, including the E-Privacy directive”.310  Thus, 

“the directive has not kept pace with technological developments, resulting in a void of 

protection of communications conveyed through new services”.311  As a result, the 

Commission states that “to ensure the effective legal protection of respect for privacy 

and communications, an extension of scope to cover OTT providers is necessary”.312 

Including these new types of electronic communication services, such as WhatsApp, 

Facebook Messenger or Skype, into the scope of the regulation shall “ensure that these 

popular services guarantee the same level of confidentiality of communications as 

                                                        
305 Art.29 Working Party, Opinion on the use of location data with a view to providing value-added services, 
op. cit., p. 2.  
306 Proposal for a Regulation of the European Parliament and of the Council concerning the respect for private 
life and the protection of personal data in electronic communications and repealing Directive 2002/58/EC, 
10.01.2017, COM(2017) 10 final, 2017/0003 (COD).  
307 Communication from the Commission to the European Parliament, the Council, the European Economic 
and Social Committee and the Committee of the Regions, “A Digital Single Market Strategy for Europe”, 
COM(2015) 192 final. 
308 Proposal for a Regulation of the European Parliament and of the Council concerning the respect for private 
life and the protection of personal data in electronic communications and repealing Directive 2002/58/EC, 
op. cit., p. 2.  
309 Ibidem.  
310 Ibidem.  
311 Ibidem.  
312 Idem, p. 4.  
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traditional telecoms operators”.313 The Art.29 Working Party shares the same position 

concerning the expansion of the scope of the E-Privacy instrument to new services. In 

2016, it issued an opinion on the evaluation and review of the current E-Privacy 

directive, urging the European Commission to include, into the scope of the revised E-

Privacy instrument, “all (or parts of) services, which allow individual communication 

and where service providers take the functional position of neutral carriers of the 

communication”.314  

 

Accordingly, recital 11 of the proposal provides that “end-users increasingly replace 

traditional voice telephony, text messages (SMS) and electronic mail conveyance 

services in favour of functionally equivalent online services such as Voice over IP, 

messaging services and web-based e-mail services”.315  Thus, as underlined by the 

Commission, in order to provide effective and equal protection for end-users when 

using these functionally equivalent services, the regulation uses the definition of 

‘electronic communication service’ as set down in the proposed directive establishing 

the European Electronic Communications Code. 316  Indeed, this definition 

“encompasses not only internet access services and services consisting wholly or partly 

in the conveyance of signals but also interpersonal communications services, which 

may or may not be number-based, such as for example, Voice over IP, messaging 

services and web-based e-mail services”.317  

 

Moreover, recital 11 of the proposed regulation also provides that “the protection of 

confidentiality of communications is crucial also as regards interpersonal 

communications services that are ancillary to another service; therefore, such type of 

services also having a communication functionality should be covered by this 

regulation”.  This would mean that some LBS, which allow their users to communicate 

                                                        
313  European Commission, “Proposal for an ePrivacy Regulation”, https://ec.europa.eu/digital-single-
market/en/proposal-eprivacy-regulation (last visited on the 27th of May 2017).  
314 Art.29 Working Party, Opinion 03/2016 on the evaluation and review of the ePrivacy directive, 16/EN WP 
240, July 2016, p. 6.  
315 Proposal for a Regulation of the European Parliament and of the Council concerning the respect for private 
life and the protection of personal data in electronic communications and repealing Directive 2002/58/EC, 
op. cit., p. 13.  
316  Commission proposal for a Directive of the European Parliament and of the Council establishing the 
European Electronic Communications Code (Recast), 12.10.2016, (COM/2016/0590 final, 2016/0288 
(COD)).  
317 Proposal for a Regulation of the European Parliament and of the Council concerning the respect for private 
life and the protection of personal data in electronic communications and repealing Directive 2002/58/EC, 
op. cit., p. 13.   
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with each other, for example via leaving comments, may in the future fall into the scope 

of the E-Privacy regulation. In fact, a lot of the current location-aware apps also have 

the functionality of leaving comments, as for example Tripadvisor or Google Maps, 

which allow users to leave comments about restaurants, hotels or others. However, it 

would only make sense if the part of the service providing electronic communication 

services would have to comply with the rules set down in the proposed E-Privacy 

regulation, not the service provided as a whole. Recital 17 of the proposed regulation 

confirms this position, providing that “location data that is generated other than in the 

context of providing electronic communications services should not be considered as 

metadata”, with metadata being defined as “data processed in an electronic 

communications network for the purposes of transmitting, distributing or exchanging 

electronic communications content; including data used to trace and identify the source 

and destination of a communication, data on the location of the device generated in the 

context of providing electronic communications services, and the date, time, duration 

and the type of communication”.318 Thus, LBS would only have to comply with these 

rules when processing location data generated in the context of providing users the 

possibility to communicate with each other.  

 

Thus, in the future, some LBS might, partially, fall into the scope of the E-Privacy 

instrument when processing location data generated through providing a 

communication service. However, this dissociation could possibly lead to confusions 

concerning the applicable rules to the processing of location data, and thus create legal 

uncertainty. Indeed, this would not only make it difficult for service providers, which 

might have difficulties knowing when the processing has to comply with the E-Privacy 

rules, but also for the users, who might be confused concerning their rights to protect 

their location data.  

 

Since some LBS might in the future fall, if the current proposal is adopted, into the 

scope of the E-Privacy regulation, it shall also be noted that the proposal broadens the 

scope of exemptions concerning the processing of metadata. In the future, the 

processing of metadata, based on the end-users consent, shall also be possible for 

commercial usages and not only in order to provide value-added services, as provided 

                                                        
318 Idem, art. 4 (c).  
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in the current E-Privacy directive.319 The Commission justifies this broadening of the 

possibilities for processing, providing that “the processing of electronic 

communications data can be useful for businesses, consumers and society as a 

whole”320 and that such usage of metadata could “benefit public authorities and public 

transport operators to define where to develop new infrastructure, based on the usage 

of and pressure on the existing structure”.321 According to the Commission, “examples 

of commercial usages of (…) metadata by providers of electronic communications 

services may include the provision of heatmaps (…) [or] a graphical representation of 

data using colors to indicate the presence of individuals”.322  

 

However, it shall be noted that the new E-Privacy regulation is only at the stage of 

being a proposal, thus, it is still subject to possible amendments before being adopted. 

While some parts of the services provided by LBS might in the future fall into the scope 

of the E-Privacy instrument, LBS, as whole, do not fall into the scope of the current E-

Privacy directive.  

 

B. Applicability of the GDPR  
 
The European data protection regime is centred on Directive 95/46323 (hereafter “Data 

Protection Directive”), which has “become the central field for the development of 

privacy law and policy”.324 It is the general framework (lex generalis) applicable to the 

processing of personal data. In contrary to the E-Privacy framework, the Data 

Protection Directive applies to all ‘processing’ of ‘personal data’. Since “the definition 

given to ‘processing’ is very broad”325, it is “fair to say that almost each handling of 

data, from their establishment to their destruction, can be considered processing in the 

meaning of the directive”.326 Thus, the Data Protection Directive has a “breathtaking” 

scope.327 However, the directive dates back to 1995, and “although the Data Protection 

                                                        
319 Idem, recital 17.  
320 Ibidem.  
321 Ibidem.  
322 Ibidem.  
323 Directive 95/46/EC of the European Parliament and of the Council of 24 October 1995 on the protection 
of individuals with regard to the processing of personal data and on the free movement of such data, op.cit. 
324 P. KELLER, European and International Media law, op.cit., p. 339.  
325 C. CUIJPERS, B.-J. KOOPS, op. cit., p. 885. 
326 Ibidem.  
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Directive was revolutionary for its time and somewhat future-proof, the legislation is 

no longer equipped for the technological advancements of recent years”.328 Indeed, the 

Data Protection Directive was formulated in a “different technological era”329 and, back 

then, only “1% of the world’s population was using the Internet”.330 This argument, 

together with the fact that the current Data Protection Directive has not resulted in the 

desired harmonisation of European data protection law, has led to the introduction of 

the new General Data Protection Regulation (hereafter “GDPR”).331 This new legal 

instrument will replace, in May 2018, the current Data Protection Directive, in order to 

“further harmonise European data protection law”. 332  Even though the regulation 

already came into force in 2016, more than four years after the proposal by the 

Commission, it will only be applicable in 2018, giving companies time to adapt to its 

new provisions.333    

 

As already established, the processing of location data by providers of LBS does 

currently not fall into the scope of the E-Privacy directive. Even if some processing of 

location data by LBS may in the future fall into the scope of this framework, this would 

only concern the data collected when providing additional communication services, 

leaving the processing of location data in light of their main activity, not related to any 

communication purposes, outside of the scope of the E-Privacy framework. Thus, in 

order find out the rules applicable to the processing of location data by providers of 

LBS, it is necessary to examine whether the processing of such data falls into the scope 

of the new GDPR. As previously mentioned, Regulation 1285/2013 334  on the 

implementation and exploitation of Galileo explicitly mentions in art.31 that privacy 

and personal data protection shall be ensured during the exploitation of Galileo in 

accordance with Directive 95/46, which, as mentioned, will soon be replaced by the 

                                                        
328 L. RYZ, L. GREST, K. ONTRACK, “A new era in data protection”, Computer Fraud & Security, March 2016, p. 
18.  
329 C. TANKARD, “What the GDPR means for businesses”, Network Security, June 2016, p. 5.  
330 Ibidem.  
331  Regulation (EU) 2016/679 of the European Parliament and of the Council of 27 April 2016 on the 
protection of natural persons with regard to the processing of personal data and on the free movement of 
such data, op. cit.  
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52(1), p. 120. 
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GDPR. Furthermore, recital 44 of regulation 1285/2013 provides that “the protection 

personal data and private life shall be ensured under Galileo (…)”. While LBS will, at 

least in the future, be exploiting Galileo signals, these provisions are very vague, 

addressed to the exploitation of Galileo signals in general, without giving any 

supplementary specifications as to whom exactly these provisions should apply to.  

 

Hence, it will first be necessary to establish if, and under which conditions, the GDPR 

is applicable to the processing of location data by providers of location-aware apps (A), 

before analysing the functioning of this legal instrument in more detail. (B) 

 

 

(1) The territorial, material and personal scope of the 
GDPR   

 

In order to establish whether the processing of location data by LBS falls into the scope 

of the GDPR, the processing of such data must fall into the territorial, the material as 

well as the personal scope of the GDPR. 

 

Concerning the territorial scope of the GDPR, art.3 (1) provides that the regulation 

“applies to the processing of personal data in the context of the activities of an 

establishment of a controller or a processor in the Union, regardless of whether the 

processing takes place in the Union or not”. Additionally, the regulation, which is 

directly applicable in the Member States, provides that “this regulation applies to the 

processing of personal data of data subjects who are in the Union by a controller or 

processor not established in the Union, where the processing activities are related to 

(…) the offering of goods or services, irrespective of whether a payment of the data 

subject is required, to such data subjects in the Union or the monitoring of their 

behaviour as far as their behaviour takes place within the Union”.335 This means that 

the GDPR does not only apply to companies established in the EU, but it also applies 

to companies providing LBS (‘data controllers’) even if they are not established in the 

EU, if the processing is related to the offering of services to users (‘data subjects’) 

                                                        
335  Regulation (EU) 2016/679 of the European Parliament and of the Council of 27 April 2016 on the 
protection of natural persons with regard to the processing of personal data and on the free movement of 
such data, op. cit., art.2 (2).  
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residing in the Union. As a result, under the GDPR, the place of data processing “no 

longer controls the analysis”.336 Indeed, “the GDPR’s territorial scope is larger than 

that of the Data Protection Directive”337 since it “expands the scope of data protection 

so that anyone or any organisation that collects and processes information related to EU 

citizens must comply with it, no matter where they are based or where the data is 

stored”.338  This development clearly shows how “the Internet challenges the legal 

boundaries between the EU and the rest of the world”.339 Indeed, “this extension of 

extraterritorial application constitutes a dramatic shift from a country of origin to a 

country of destination approach, and portends general application of the GDPR to the 

entire Internet”.340 As a result of this expansion of the extraterritorial principle, all 

companies offering location-aware apps to EU citizens fall into the territorial scope of 

the GDPR.  

 

Concerning the material scope of the GDPR, art.2 (1) provides that the regulation 

“applies to the processing of personal data wholly or partly by automated means and to 

the processing other than by automated means of personal data which form part of a 

filing system or are intended to form part of a filing system”. The notion of ‘processing’ 

is defined as “any operation or set of operations which is performed on personal data 

or on sets of personal data, whether or not by automated means, such as collection, 

recording, organisation, structuring, storage, adaptation or alteration, retrieval, 

consultation, use, disclosure by transmission, dissemination or otherwise making 

available, alignment or combination, restriction, erasure or destruction”.341 The notion 

of ‘personal data’ is defined as “any information relating to an identified or identifiable 

natural person (‘data subject’); an identifiable natural person is one who can be 

identified, directly or indirectly, in particular by reference to an identifier such as a 

name, an identification number, location data, an online identifier or to one or more 

factors specific to the physical, physiological, genetic, mental, economic, cultural or 
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social identity of that natural person”.342 It is important to note that, in comparison to 

the Data Protection Directive, ‘location data’ is explicitly added as an example of 

identifier. Thus, according to the GDPR, location data falls into the scope of the notion 

of personal data. This shows that “personal data are (…) not limited to a name and 

address, but include all information that relates to a person who can be identified, 

directly or indirectly”.343 The Court of Justice confirmed, as for example in its ruling in 

Lindqvist344, that “information without a name can constitute personal data”.345 In fact, 

research has shown that “people can be identified on the basis of location data”.346 

According to this research, “in a dataset where the location of an individual is specified 

hourly (…) four spatio-temporal points are enough to uniquely identify 95% of the 

individuals”.347 

 

As regards the relation between location data and personal data, the Art.29 Working 

Party states that “location data always relate to an identified or identifiable natural 

person”348, meaning that location data is always considered as personal data. However, 

according to some commentators, “it is questionable whether this statement is correct, 

since location data can also relate to objects that are not linkable to individual natural 

persons”. 349  Nonetheless, concerning the specific case of location information 

generated through smartphones, which, as already established, are closely linked to 

their owners, one can admit that this information always relates to an identified or 

identifiable person.  

 

Concerning the personal scope of the GDPR, every data subject, meaning every 

identified or identifiable natural person to whom information relates, can invoke his or 

her rights under the regulation. This means that legal persons, in contrary to the E-

                                                        
342 Idem, art.4 (1).  
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Privacy directive, cannot be considered as data subjects under the GDPR. 350 

Additionally, concerning the obligation of compliance with data protection rules, the 

GDPR applies to the controller, meaning “the natural or legal person, public authority, 

agency or other body which, alone or jointly with others, determines the purposes and 

means of the processing of personal data”.351/352  

 

It follows from these developments that the processing of location data by providers of 

LBS, offering their services to EU citizens, falls into the scope of the GDPR. This 

means that these companies (hereafter also referred to as “data controllers”) have to 

comply with the rules set down by this legal framework. Furthermore, users of LBS 

(hereafter also referred to as “data subjects”), not including legal persons, can invoke 

their rights under the regulation.  

(2) Analysis of the main characteristics of the GDPR 
 
Since, as established in the previous section, the processing of location data by 

companies providing LBS falls into the scope of the GDPR, it is now necessary, in 

order to establish the rights of the data subject and the obligations of the data controller, 

to give an overview of the functioning as well as the key ideas behind this legal 

instrument. 

 

First of all, concerning the obligation for personal data to be lawfully processed353, art.6 

of the GDPR enumerates the grounds for lawful processing of personal data. The list 

of legitimate grounds for processing is both exhaustive and restrictive354, meaning that 

no other lawful grounds for processing are available. Article 6 (1) (a) provides that 

processing shall be lawful if “the data subject has given consent to the processing of his 

or her personal data for one or more specific purposes”. According to the regulation, 

‘consent’ can be defined as “any freely given, specific, informed and unambiguous 

                                                        
350 H. R. KRANENBORG, op. cit., p. 246.  
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indication of the data subject's wishes by which he or she, by a statement or by a clear 

affirmative action, signifies agreement to the processing of personal data relating to 

him or her”.355 In comparison to the Data Protection Directive, “the conditions for 

consent to be valid have been strengthened”.356  Indeed, according to the amended 

definition, an explicit indication in all cases is required, meaning that “implicit consent, 

through an interpretation of certain behaviour, is excluded”. 357  In addition to this 

amended definition of consent, the GDPR also contains a new provision specifically 

dedicated to the conditions for consent. Article 7 of the regulation provides that the 

controller bears the burden of proof concerning the consent of the data subject358 and 

that the data subject “has the right to withdraw his or her consent at any time”.359  

 

However, consent is not the only basis for lawful processing of personal data. In 

contrary to the consent of the data subject, all other grounds require that data processing 

must be ‘necessary’.360 These other grounds allow for example public authorities to 

process personal data if necessary for the performance of a task carried out in the public 

interest361, as well as private companies to process personal data if necessary for the 

purposes of the legitimate interests pursued by the controller.362 Indeed, art.6 (1) (f) 

provides that the processing shall be lawful if it is “necessary for the purposes of the 

legitimate interests pursued by the controller or by a third party, except where such 

interests are overridden by the interests or fundamental rights and freedoms of the data 

subject which require protection of personal data”. This provision has “turned out to be 

an important residual category in practice, especially for the private sector”.363  

 

The fact that the consent of the data subject is not the only ground for legitimate 

processing of personal data by, in particular, private companies clearly indicates the 
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idea that “the right to data protection does not prevent data processing, but instead 

provides for a system of checks and balances based on fairness”.364  

 

Concerning special categories of personal data, art.9 (1) of the regulation provides that 

the “processing of personal data revealing racial or ethnic origin, political opinions, 

religious or philosophical beliefs, or trade union membership, and the processing of 

genetic data, biometric data for the purpose of uniquely identifying a natural person, 

data concerning health or data concerning a natural person's sex life or sexual 

orientation shall be prohibited”. Even though the processing of such sensitive data is, 

in principle, prohibited, the regulation also sets down several grounds for legitimate 

processing of such data. Article 9 (2) (a) provides, for example, that processing of 

sensitive data is allowed if “the data subject has given explicit consent to the processing 

of those personal data for one or more specified purposes”. However, in contrary to 

personal data not falling into the category of sensitive data, the legitimate interest of 

the controller is not stated as a legitimate ground for processing. As a result, the explicit 

consent of the data subject is, in practice, the only legal basis for the lawful processing 

of sensitive data by private companies. The regulation also provides that controllers, 

processing sensitive data on a large scale, shall “designate a data protection officer”365, 

which shall, amongst other tasks, monitor the compliance of companies with the rules 

set down by the regulation.366    

 

In addition to the obligation of data controllers to process personal data lawfully, data 

controllers have to ensure that personal data is processed fairly and in a transparent 

manner.367 Article 5 of the GDPR, which enumerates the basic principles related to the 

processing of personal data, provides that personal data shall be “collected for specified, 

explicit and legitimate purposes and not further processed in a manner that is 

incompatible with those purposes”. 368  This provision, generally referred to as the 

principle of purpose limitation, prohibits any processing of personal data that is 

incompatible with the initial purpose for processing. Additionally, art.5 (1) (c) provides 
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that personal data shall, in accordance with the principle of ‘data minimisation’, be 

“adequate, relevant and limited to what is necessary in relation to the purposes for 

which they are processed”. The principle of data minimisation goes hand in hand with 

the principle of privacy-by-design, mentioned in art.25 of the GDPR. According to 

art.25 of the regulation, controllers shall “implement appropriate technical and 

organisational measures, such as pseudonymisation, which are designed to implement 

data protection principles, such as data minimisation, in an effective manner”.369 Thus, 

“the controller shall implement appropriate technical and organisational measures for 

ensuring that, by default, only personal data which are necessary for each specific 

purpose of the processing are processed”. 370  In other words, privacy-by-design 

principles shall ensure that data minimisation principles are safeguarded. 

 

Furthermore, art.5 (1) (c) provides that personal data shall be “kept in a form which 

permits identification of data subjects for no longer than is necessary for the purposes 

for which the personal data are processed”. However, it is not specified what exactly 

the controller should do with the data after the purpose has been fulfilled. Finally, art.5 

(2) provides that the controller shall be responsible for, and be able to demonstrate the 

compliance with the principles set down in art.5. The idea is that data controllers shall 

be accountable in case of non-compliance with these principles. Article 24 (1) of the 

regulation, based on the idea that controllers should take their own responsibilities, 

provides that “the controller shall implement appropriate technical and organisational 

measures to ensure and to be able to demonstrate that the processing complies with the 

rules set down by the regulation”. In other words, controllers not only have the 

obligation to take necessary measures in order to comply with these principles, but they 

also have to be able to demonstrate that they take data protection seriously, from a 

technical as well as an organisational point of view.  

 

In order to make the accountability of data controllers work in practice, art.33 (1) of the 

regulation provides that “in the case of a personal data breach, the controller shall 

without undue delay and, where feasible, not later than 72 hours after having become 

aware of it, notify the personal data breach to the supervisory authority, (…) unless the 

personal data breach is unlikely to result in a risk to the rights and freedoms of natural 
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persons”.371 Furthermore, art.34 (1) provides that “when the personal data breach is 

likely to result in a high risk to the rights and freedoms of natural persons, the controller 

shall communicate the personal data breach to the data subject without undue delay”. 

The idea behind these provisions is that the higher the risks for the data subject, the 

higher the accountability of controllers. This is also the reason why, in the case of ‘risky 

data’, companies have to put in place an independent372 data protection officer, whereas 

this is not necessary for other companies not processing risky data.373 Furthermore, 

art.35 (1) confirms the idea that the obligations of controllers grow with the increased 

risks to the rights and freedoms of the data subject, providing that “where a type of 

processing in particular using new technologies, and taking into account the nature, 

scope, context and purposes of the processing, is likely to result in a high risk to the 

rights and freedoms of natural persons, the controller shall, prior to the processing, carry 

out an assessment of the impact of the envisaged processing operations on the 

protection of personal data”.  

 

Lastly, concerning the obligations of the data controller, art.12 (1) of the regulation 

provides that “the controller shall take appropriate measures to provide any information 

(…) and any communication (…) relating to processing to the data subject in a concise, 

transparent, intelligible and easily accessible form, using clear and plain language”. The 

principle of transparency and the access to information relating to the processing of 

personal data is extremely important, especially for the data subject, who has to be able 

to know what happens with his or her personal data in order, if the data subject considers 

that the controller has violated the rules set down in the regulation, to seek for judicial 

and non-judicial remedies.374  

 

Concerning the remedies available to the data subject in case of non-compliance of the 

data controller with the rules set down in the GDPR, art.77 (1) of the regulation provides 

                                                        
371 Please note that ‘personal data breach’, in accordance with art.4 (12) GDPR, can be defined as “a breach of 
security leading to the accidental or unlawful destruction, loss, alteration, unauthorised disclosure of, or 
access to, personal data transmitted, stored or otherwise processed”.  
372 As provided in article 38 (3) GDPR, it shall be ensured that the data protection officer shall receive no 
instructions regarding the exercise of his tasks.  
373 Please note that, in accordance with article 37 (1) (a) of the GDPR, the designation of a data protection 
officer is compulsary for the processing of personal data carried out by public authorities, irrespective of the 
risks related to the rights and freedoms of the data subjects.  
374 The right to access regarding the data that has been collected about the data subject is not only explicitly 
acknowledged in arts. 12-14 of the GDPR but also in art. 8 of the Charter.  
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that “every data subject shall have the right to lodge a complaint with a supervisory 

authority, in particular in the Member State of his or her habitual residence, place of 

work or place of the alleged infringement if the data subject considers that the 

processing of personal data relating to him or her infringes this regulation”. 

Furthermore, art.78 (1) provides that data subjects shall have “the right to an effective 

judicial remedy against a legally binding decision of a supervisory authority concerning 

them”. However, the data subject can also decide, in accordance with art.79 (1), to bring 

proceedings directly before a Court of his or her Member State or the Member State of 

the controller, without the obligation to lodge a complaint with a supervisory authority 

in beforehand. Thus, under the new GDPR, the data subject has the choice of remedy 

as well as the choice of forum. This principle of proximity introduced by the GDPR, 

which allows data subjects to lodge complaints or seek judicial remedies in their 

Member States, implements the idea developed at the level of the EU375 that “decisions 

are taken as closely as possible to the citizen”.376  The aim of these new rules of 

proximity concerning the remedies available to data subjects is to “enhance the 

effectiveness of the fundamental rights protection” 377 , as well as to empower the 

individual concerned to have control and influence on his or her personal data. 

 

It shall also be noted that the so-called ‘independent supervisory authorities’, generally 

referred to as Data Protection Authorities (hereafter “DPA’s”), are “mostly national 

public authorities, established under national law”. 378  Article 51 (1) of the GDPR 

provides that “each Member State shall provide for one or more independent public 

authorities to be responsible for monitoring the application of this regulation, in order 

to protect the fundamental rights and freedoms of natural persons in relation to 

processing”. Even though DPA’s are national bodies established under national law379, 

the GDPR explicitly enumerates, in art.57 (1), the tasks each DPA shall have on its own 

territory. Accordingly, DPA’s shall for example, as previously mentioned, “handle 

                                                        
375 The concept of proximity can be found in article 1 (2) TEU.  
376 H. HIJMANS, “The DPA’s and their cooperation: how far are we in making enforcement of data protection 
law more European?”, op. cit., p. 12 (please note that page numbers might be different to the page numbers in 
the actual journal).  
377 Idem, p. 13. 
378 Idem, p. 4. 
379 Idem, p. 5.  
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complaints lodged by a data subject”380, “promote public awareness and understanding 

of the risks, rules, safeguards and rights in relation to processing”381, monitor and 

enforce the application of the regulation 382  as well as “promote the awareness of 

controllers and processors of their obligations under (…) [the] regulation”.383 Thus, the 

DPA’s play a key role as regards the compliance of data controllers with their 

obligations under the GDPR as well as in the empowerment of data subjects with regard 

to their rights, by raising awareness and handling complaints.  

 

In addition to the strengthened rules concerning the remedies available to the data 

subject, the GDPR introduced the so-called ‘right to be forgotten’. According to art.17 

(1) of the regulation, the data subject shall, under certain conditions, “have the right to 

obtain from the controller the erasure of personal data concerning him or her”. The data 

subject can demand the erasure of his or her personal data, amongst other grounds, if 

the data subject withdraws his or her consent on which the processing was based384, if 

“the personal data are no longer necessary in relation to the purposes for which they 

were collected”385, or if “the personal data have been unlawfully processed”.386   

 

It follows from these developments that the aim of the GDPR is to strike a balance 

between allowing data processing on one hand and protecting the personal data of data 

subjects on the other hand. Having now established the obligations that providers of 

LBS have to comply with when processing location data as well as the rights of the 

users of such services, Chapter III shall examine in more detail how these rules apply 

to the specific case of location data processed by LBS and whether this legal instrument 

provides for enough safeguards as regards the processing of such data. 

 III. The disclosure of location data to law enforcement  
 

                                                        
380  Regulation (EU) 2016/679 of the European Parliament and of the Council of 27 April 2016 on the 
protection of natural persons with regard to the processing of personal data and on the free movement of 
such data, op. cit., art. 57 (1) (f).  
381 Idem, art. 57 (1) (b).  
382 Idem, art. 57 (1) (a).  
383 Idem, art. 57 (1) (d).  
384 Idem, art. 17 (1) (b). 
385 Idem, art. 17 (1) (a). 
386 Idem, art. 17 (1) (d).  
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Apart from the sector-specific E-Privacy directive and the more general framework set 

down by the GDPR, Directive 2016/680387 deals specifically with the processing of 

personal data by competent authorities for the purposes of the prevention, investigation, 

detection or prosecution of criminal offences or the execution of criminal penalties. 

This directive, which repeals the current framework laid down by the Council 

Framework Decision 2008/977/JHA388, shall be transposed by the Member States until 

May 2018.389 As a matter of fact, technology “has radically altered the nature of law 

enforcement and the relationship between law enforcement and data protection 

laws”.390  People are increasingly living their lives in the digital space, generating 

millions of pieces of data, which can easily be stored and searched.391 Indeed, the 

Internet “is a treasure trove of information for many different types of actors: direct 

marketers, credit agencies, and especially law enforcement officers”.392 The police can, 

by monitoring the individuals Internet traffic, “easily learn where we shop, what we do 

in our spare time, and how we make a living”.393  Although “intelligence and law 

enforcement officials were untouched by (…) early data protection regulations”394, it 

has been recognised, over the past years, that the rapid development of new 

technologies “allows personal data to be processed on an unprecedented scale in order 

to pursue activities such as the prevention, investigation, detection or prosecution of 

criminal offences or the execution of criminal penalties”. 395  These developments, 

amongst others, eventually led to the introduction of specific rules on the processing of 

personal data by law enforcement.  

                                                        
387 Directive (EU) 2016/680 of the European Parliament and of the Council of 27 April 2016 on the protection 
of natural persons with regard to the processing of personal data by competent authorities for the purposes 
of the prevention, investigation, detection or prosecution of criminal offences or the execution of criminal 
penalties, and on the free movement of such data, and repealing Council Framework Decision 2008/977/JHA, 
[OJ L 119], 4.5.2016, p. 89-131.  
388 Council Framework Decision 2008/977/JHA of 27 November 2008 on the protection of personal data 
processed in the framework of police and judicial cooperation in criminal matters, [OJ L 350], 30.12.2008, pp. 
60-71.  
389 Directive (EU) 2016/680 of the European Parliament and of the Council of 27 April 2016 on the protection 
of natural persons with regard to the processing of personal data by competent authorities for the purposes 
of the prevention, investigation, detection or prosecution of criminal offences or the execution of criminal 
penalties, and on the free movement of such data, and repealing Council Framework Decision 2008/977/JHA, 
op. cit., art. 63.  
390 F. BIGNAMI, “Privacy and Law Enforcement in the European Union: The Data Retention Directive”, 
Chicago Journal of International Law, 2007, Vol. 8, n°1, p. 235.   
391 Ibidem.   
392 Ibidem.  
393 Ibidem.  
394 Idem, p. 234.  
395 Directive (EU) 2016/680 of the European Parliament and of the Council of 27 April 2016 on the protection 
of natural persons with regard to the processing of personal data by competent authorities for the purposes 
of the prevention, investigation, detection or prosecution of criminal offences or the execution of criminal 
penalties, and on the free movement of such data, op. cit., recital 3.  
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In contrary to the GDPR and the E-Privacy directive, the rules on processing of personal 

data by law enforcement are not centred around the consent of the data subject, since 

this could significantly hinder ongoing investigations. According to art.8 (1) and art.1 

(1) of the directive, Member States shall provide for processing to be lawful only if and 

to the extent that processing is necessary for the performance of a task carried out by a 

competent authority for the purposes of the prevention, investigation, detection or 

prosecution of criminal offences or the execution of criminal penalties, including the 

safeguarding against and the prevention of threats to public security. Article 14 (1) 

explicitly provides for the right to access of the data subject, meaning that the latter has 

the right to obtain from the controller confirmation as to whether or not personal data 

concerning him or her are being processed. However, according to art.15 (1), the right 

to access can be limited in order to, for example, “avoid obstructing official or legal 

inquiries, investigations or procedures”396 or “protect public security”.397  

 

Concerning the specific case of location data, it seems obvious that such data can be 

particularly important for law enforcement purposes. The question that arises is whether 

public authorities are allowed, under EU law, to have access on the location data 

collected by providers of LBS. It has been reported, in 2016, that the Federal Bureau of 

Investigation of the United States requested Google to disclose location data from a 

man who was suspected of having robbed a bank.398 Indeed, location data is “collected 

by a little-known service called ‘Google’s Location History’, which has been added to 

the Google Maps app in 2015.399 Having access to the location data collected by this 

service allows the police to place suspects at the scene of crime. As a matter of fact, 

Google’s location data is more precise than location data from phone companies, which 

only provide a general estimate of a phone’s location.400 Even though Google requires 

a warrant in order for it to disclose location data to law enforcement, United States 

                                                        
396 Idem, art. 15 (1) (a). 
397 Idem, art. 15 (1) (c).  
398 R. BRANDOM, “Police are filing warrants for Android’s vast store of location data – Google’s data is precise 
enough to place suspects at the scene of a crime”, The Verge, 1 June 2016,  
https://www.theverge.com/2016/6/1/11824118/google-android-location-data-police-warrants (last 
visited on the 27th of May 2017).  
399  A. BUCZKOWKSI, “Police can request your Location History from Google Maps Timeline”, Geo 
awesomeness, 6 June 2016,  http://geoawesomeness.com/police-can-request-your-location-history-from-
google-maps-timeline/  (last visited on the 27th of May 2017).  
400 Ibidem.   

https://www.theverge.com/2016/6/1/11824118/google-android-location-data-police-warrants
http://geoawesomeness.com/police-can-request-your-location-history-from-google-maps-timeline/
http://geoawesomeness.com/police-can-request-your-location-history-from-google-maps-timeline/
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Courts decided that asking a company for smartphone location data voluntarily shared 

by users doesn’t need a warrant.401 Concerning data protection guarantees in the context 

of law enforcement and national security, the United States have, in contrast to the EU, 

“a general tendency to privilege law enforcement and national security interests”.402 

 

Regarding the disclosure of personal data by private companies to public authorities in 

the EU, Directive 2016/680 only provides that “the requests for disclosure sent by the 

public authorities should always be in writing, reasoned and occasional and should not 

concern the entirety of a filing system or lead to the interconnection of filing 

systems”.403 However, as provided in art.1 (3), the directive only provides for minimum 

standards, which means that Member States can provide higher safeguards concerning 

the protection of personal data. Accordingly, since the directive only mentions that such 

requests should always be in writing, it is up to the Member States’ national laws to set 

down the modalities concerning such requests by public authorities. Thus, the access 

of law enforcement to location data collected by providers of LBS is governed by the 

national laws of Member States, which have to decide if a warrant or a Court order is 

needed in order to have information disclosed. 

 

The problem is that most users of LBS might not even be aware of how interesting 

location data is for law enforcement purposes, and might also not be aware that their 

location data can be disclosed to such public authorities. However, according to a 

survey, over 50% of the participants agree that location information gathered by private 

companies, which are then shared with law enforcement agencies with a warrant, puts 

their privacy at risk. Furthermore, over 70% of the participants agree that the disclosure 

                                                        
401  J. FINGAS, “Court says police don’t need warrants for phone location data”, Engadget, 31 May 2016,   
https://www.engadget.com/2016/05/31/ruling-says-police-dont-need-warrants-for-phone-location-data/ 
and J. GERSTEIN, “Split appeals Court allows warrantless cell-site tracking”, Politico, 31 May 2016,   
http://www.politico.com/blogs/under-the-radar/2016/05/warrantless-cell-site-tracking-ruling-223728  
(both sites were last visited on the 27th of May 2017).  
402 F. BOEHM, “A comparison between US and EU data protection legislation for law enforcement purposes”, 
Study commissioned by the European Parliament's Policy Department for Citizens' Rights and Constitutional 
Affairs at the request of the LIBE Committee, 2015, p. 7. Available at: 
http://www.europarl.europa.eu/RegData/etudes/STUD/2015/536459/IPOL_STU(2015)536459_EN.pdf 
(last visited on the 27th of May 2017).  
403 Directive (EU) 2016/680 of the European Parliament and of the Council of 27 April 2016 on the protection 
of natural persons with regard to the processing of personal data by competent authorities for the purposes 
of the prevention, investigation, detection or prosecution of criminal offences or the execution of criminal 
penalties, and on the free movement of such data, op. cit., recital 22.  

https://www.engadget.com/2016/05/31/ruling-says-police-dont-need-warrants-for-phone-location-data/
http://www.politico.com/blogs/under-the-radar/2016/05/warrantless-cell-site-tracking-ruling-223728
http://www.europarl.europa.eu/RegData/etudes/STUD/2015/536459/IPOL_STU(2015)536459_EN.pdf
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of location data by private companies to law enforcement agencies, without a warrant, 

puts their privacy at risk.404  

 

As a result, location data is not only valuable data for commercial purposes, by selling 

such data to third parties, but also valuable for law enforcement as regards the 

prevention, investigation and detection or prosecution of criminal offences. Since such 

processing of location data by public authorities may significantly put users’ privacy at 

risk, it is important that such processing405 complies with the specific rules set down by 

Directive 2016/680, which aims to strike the balance between the protection of personal 

data and the protection of public and national security.  

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

                                                        
404  C. D. COTTRILL, P. THAKURIAH, “Location privacy preferences: A survey-based analysis of consumer 
awareness, trade-off and decision-making”, op.cit., p. 141.  
405 According to article 3 (2) of directive 2016/680, processing can be defined as “any operation or set of 
operations which is performed on personal data or on sets of personal data, whether or not by automated 
means, such as collection, recording, organisation, structuring, storage, adaptation or alteration, retrieval, 
consultation, use, disclosure by transmission, dissemination or otherwise making available, alignment or 
combination, restriction, erasure or destruction”.  
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 Chapter III. The protection of location data under EU law 
and the deficiencies of the framework 

 

As analysed in Chapter II, the processing of location data by providers of location-

based mobile applications has to comply with the upcoming GDPR, which will enter 

into force in 2018, in order for data protection principles to be safeguarded. 

Furthermore, as established, the E-Privacy directive is not applicable to such 

processing, even though providers of LBS might in the future fall into the scope of this 

framework406, this would only be the case when processing personal data, including 

location data, for communication purposes. However, the main activity of LBS, namely 

the processing of location data in order to provide services such as navigation, finding 

the nearest restaurant, or fitness-tracking, will currently, and also in the future, fall into 

the scope of the general rules on data protection, the GDPR, and not into the scope of 

the sector-specific E-Privacy framework. Thus, this Chapter shall first examine what 

the compliance with data protection principles, as set down by the GDPR, means in 

practice, specifically with regard to LBS, before highlighting the deficiencies of the 

GDPR with regard to the protection of users of LBS concerning their location data. (II) 

Lastly, taking into account the weaknesses of the applicable legal framework with 

regard to the protection of the data subject's location data, we shall analyse the possible 

solutions to these problems. (III)   

 I. The Art.29 Working Party on the processing of geolocation data 
by LBS  

 
The Art.29 Working Party, which will, under the GDPR, be replaced by the European 

Data Protection Board (“EDPB”), shall not only promote the consistent application of 

                                                        
406 This would be the case according to the new proposed E-Privacy regulation, however, as already discussed, 
it is not clear if this framework will be adopted as such.  
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the Data Protection Directive by the Member States407, but shall also provide “the 

European Commission with independent advice on data protection matters” 408 , 

including any Community measures affecting the right to data protection.409  

 

In the aforementioned opinion of the Art.29 Working Party on geolocation services on 

smart mobile devices410, the Working Party confirms the applicability of the Data 

Protection Directive, which will soon be replaced by the GDPR, to the processing of 

location data by LBS, thus denying any applicability of the current E-Privacy directive 

to such processing.411 According to the Working Party, the increase of location-based 

mobile applications, as well as the high privacy risks linked to such mobile apps, has 

made it necessary to “clarify the legal framework applicable to geolocation services 

that are available on and/or generated by smart mobile devices”.412 The Working Party 

highlights at several occasions, throughout its opinion, that “smart mobile devices are 

inextricably linked to natural persons”413 and that, thus, “providers of geolocation-

based services (…) gain an intimate overview of habits and patterns of the owner of 

such a device”414, which raises important privacy concerns.  

 

As a result, the Working Party specifies in its opinion how general data protection rules 

should be applied concretely with regard to the processing of location data by LBS. 

Even though this opinion dates back to 2011, and is thus based on the Data Protection 

Directive, it is still relevant in light of the GDPR since the basic principles on data 

protection remain the same in the new framework.  

 

                                                        
407 Directive 95/46/EC of the European Parliament and of the Council of 24 October 1995 on the protection 
of individuals with regard to the processing of personal data and on the free movement of such data, op. cit., 
art. 30 (a). 
408  EDPS, “Data Protection – Glossary”, https://edps.europa.eu/data-protection/data-
protection/glossary/a_en  (last visited on the 28th of May 2017).  
409 Directive 95/46/EC of the European Parliament and of the Council of 24 October 1995 on the protection 
of individuals with regard to the processing of personal data and on the free movement of such data, op. cit., 
art. 30 (c).  
410 Art.29 Working Party, Opinion 13/2011 on Geolocation services on smart mobile devices, op. cit.  
411 Idem, pp. 8-9.  
412 Idem, p. 3.  
413 Idem, p. 9.   
414 Idem, p. 7.  

https://edps.europa.eu/data-protection/data-protection/glossary/a_en
https://edps.europa.eu/data-protection/data-protection/glossary/a_en
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First of all, in accordance with the principle of privacy-by-design, the Art.29 Working 

Party remarks that the controller should “prevent secret monitoring, either by the device 

itself or by the different applications and services”.415  

 

Furthermore, concerning the legitimate grounds for the processing of location data, the 

Working Party states that, in comparison to the grounds for processing of location data 

by telecommunication operators under the E-Privacy directive, “given the sensitivity of 

the processing of (patterns of) location data, prior informed consent is also the main 

applicable ground for making data processing legitimate when it comes to the 

processing of the locations of a smart mobile device in the context of information 

society services”.416 In addition, the Working Party notes that “it must be clear that such 

consent cannot be obtained freely through mandatory acceptance of general terms and 

conditions, nor through opt-out possibilities”.417  Hence “the default should be that 

location services are ‘OFF’, and users may granularly consent to the switching ‘ON’ of 

specific applications”.418 The Working Party further explains that “consent must be 

specific, for each of the different purposes that data are being processed for”419 and that 

“the controller must pay specific attention to consent for purposes a data subject does 

not expect, such as for example profiling and/or behavioural targeting”.420 Furthermore, 

it is added that “if the purposes of the processing change in a material way”421, for 

example if “a company stated it would not share personal data with any third party, but 

now wishes to share”422, “the controller must seek renewed specific consent”.423  

 

Additionally, in order to prevent risks related to secret monitoring, “the Art.29 Working 

Party considers it essential that the device continuously warns that geolocation is ‘ON’, 

for example through a permanently visible icon”. 424  The Working Party also 

recommends “that providers of geolocation applications or services seek to renew 

individual consent (…) after an appropriate period of time”.425 Accordingly, the scope 

                                                        
415 Idem, p. 12.   
416 Idem, p. 13.  
417 Ibidem. 
418 Ibidem.  
419 Idem, p. 15. 
420 Ibidem. 
421 Ibidem.  
422 Ibidem.  
423 Ibidem.   
424 Ibidem.  
425 Ibidem.  
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of consent should be limited in terms of time and should be renewed at least once a 

year.426 Finally, concerning the consent of the data subject, the Working Party remarks 

that “data subjects must be able to withdraw their consent in a very easy way, without 

any negative consequences for the use of their device”.427 

 

As regards the principle of transparency and the right to access of the data subject, the 

Working Party recommends “that controllers seek secure ways to provide direct online 

access to location data and possible profiles”.428 Furthermore, since “the validity of 

consent is inextricably linked to the quality of the information about the service”429, 

“information must be clear, comprehensive, understandable for a broad, non-technical 

audience and permanently and easily accessible”.430 

 

Concerning the principle of storage limitation, the Working Party remarks that 

“providers of geolocation and application services should determine a retention period 

for location data no longer than is necessary for the purposes for which the data were 

collected or for which they are further processed”431, hence such providers “should 

implement retention policies which ensure that geolocation data, or profiles derived 

from such data, are deleted after a justified period of time”.432 

 

It emerges from these statements that, taking into consideration that smartphones are 

closely linked to their owners and that thus the processing of location data by LBS can 

be extremely intrusive to users’ private life, the processing of location data has to be 

treated with special attention in order to provide data subjects with enough safeguards 

concerning their location data, and ultimately also their location privacy. While these 

developments indicate how, ideally, location data should be processed by LBS, it seems 

obvious that, in order to provide a secure environment for location data, it is the 

applicable legal framework that should provide for sufficient safeguards in the first 

place. Nevertheless, the opinions issued by the Working Party are important in the field 

of data protection, and compliance with these opinions is certainly in the interest of 

                                                        
426 Ibidem.  
427 Ibidem.  
428 Idem, p. 18.  
429 Idem, p. 20.  
430 Ibidem. 
431 Idem, p. 18. 
432 Idem, p. 20.  
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companies providing LBS, especially in order to prove, through the adoption of privacy 

friendly policies, that they take data protection seriously. It shall however be noted that 

the Art.29 Working Party only has an advisory status, meaning that it does not reflect 

the views or the position of the European Commission.433 As a result, having clear and 

precise rules plays a key role in the protection of location data, thus, it shall be analysed, 

in the following developments, whether the new GDPR provides for enough safeguards 

with regard to the processing of such data.    

 II. The deficiencies of the GDPR with regard to the protection of 
location data  

 

The question that arises is, since it has been established that the GDPR is the applicable 

framework as regards the processing of location data by LBS, whether this legal 

instrument provides for enough safeguards concerning the specific case of location 

data. As the name already indicates, the GDPR applies, in general, to all processing of 

personal data, with some instruments, as the E-Privacy directive, acting as lex specialis. 

However, the GDPR, as will be analysed below, distinguishes largely two categories of 

personal data: common data, which falls into the general regime of data processing, and 

so-called special categories of data, often referred to as ‘sensitive data’, which need 

special protection.  

 

As already mentioned in Chapter II, the GDPR finally introduced location data as an 

identifier, meaning that the framework now explicitly provides for such data to be 

considered as personal data that should fall into its scope. This was certainly an 

important step to finally acknowledge the importance of protecting location data, which 

is now more and more processed by entities other than electronic communication 

providers. Furthermore, on a positive note, the GDPR introduced a risk-based approach, 

meaning that the obligations of the controller grow with the risks to the rights and 

freedoms of the data subject that the processing of personal data entails. Thus, the 

GDPR provides that for personal data that “is likely to result in a high risk to the rights 

and freedoms of natural persons”434, the controller shall “prior the processing, carry out 

                                                        
433  European Commission, “Data Protection – Art.29 Working Party”, 
http://ec.europa.eu/newsroom/just/item-detail.cfm?item_id=50083 (last visited on the 28th of May 2017).  
434  Regulation (EU) 2016/679 of the European Parliament and of the Council of 27 April 2016 on the 
protection of natural persons with regard to the processing of personal data and on the free movement of 
such data, op. cit., art. 35 (1).  

http://ec.europa.eu/newsroom/just/item-detail.cfm?item_id=50083
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an assessment of the impact (hereafter “DPIA”) of the envisaged processing operations 

on the protection of personal data”.435 According to the recitals of the GDPR, the DPIA 

shall “evaluate, in particular, the origin, nature, particularity and severity of that risk”436 

and “the outcome of the assessment should be taken into account when determining the 

appropriate measures to be taken in order to demonstrate that the processing of personal 

data complies with (…) [the] regulation”.437 If the controller is unable to mitigate these 

high risks by means of available technology, “a consultation of the supervisory 

authority should take place prior to the processing”.438 

  

Furthermore, art.37 (1) (b) of the GDPR provides that a data protection officer 

(hereafter “DPO”), which, amongst other tasks, should monitor the compliance with 

the framework, shall be designated by the controller in any case where, “the core 

activities of the controller or the processor consist of processing operations which, by 

virtue of their nature, their scope and/or their purposes, require regular and systematic 

monitoring of data subjects on a large scale”. Even though there is no clear definition 

of ‘personal data likely to result in a high risk to the rights and freedoms of natural 

persons’, the GDPR, in its recitals, provides that “the likelihood and severity of the risk 

to the rights and freedoms of the data subject should be determined by reference to the 

nature, scope, context and purposes of the processing”439 and that the risk “should be 

evaluated on the basis of an objective assessment”.440  Furthermore, the regulation 

clearly provides that “the risk to the rights and freedoms of natural persons, of varying 

likelihood and severity, may result from personal data processing which could lead to 

physical, material or non-material damage, in particular (…) where personal aspects 

are evaluated, (…) [such as] analysing or predicting aspects concerning (…) location 

or movements”.441 Accordingly, the GDPR clearly indicates that the processing of 

location data may result in high privacy risks and that such data can thus be qualified 

as ‘risky data’. As a result, companies providing LBS, which are able to analyse their 

users behaviour and patterns through a systematic monitoring on a large scale of the 

                                                        
435 Ibidem.  
436 Idem, recital 84.  
437 Ibidem.   
438 Ibidem.   
439 Idem, recital 76.  
440 Ibidem.  
441 Idem, recital 75.  
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data subject, should, once the GDPR enters into force, comply with both of the just 

mentioned obligations.  

 

Although the GDPR gives the impression of offering an apparently clear and secure 

framework for the processing of personal data, including data that results in higher 

privacy risks than other data, by providing the data subject with sufficient possible 

remedies or the right to be forgotten, and setting down the obligations of the data 

controllers regarding privacy-by-design or data minimisation, the framework also 

presents some major weaknesses, especially with regard to the protection of location 

data. In order to highlight the deficiencies of this framework with regard to the 

processing of location data by providers of location-based mobile apps, we shall first 

examine the issues related to the relationship between location data and sensitive data, 

as defined under the GDPR (A), before discussing the problems related, in general, to 

the consent of the data subject, as a legitimate ground for processing, specifically with 

regard to the processing of location data. (B) 

A. The failure of recognising location data as sensitive data 
under the GDPR  

 

As examined in Chapter I, the processing of location data can be highly invasive of the 

data subject’s private life, and “individuals may perceive their location to reveal 

sensitive information”. 442  However, what individuals might perceive as sensitive 

information might not be the same as what the GDPR considers as ‘sensitive data’. In 

general, one could argue that location data always reveals sensitive information to some 

degree, since controllers processing location data have a very intimate insight of their 

users daily lives, knowing where they work, sleep or spend their free time.  

 

However, according to the GDPR, such location data does not require special 

protection. Indeed, in legal terms, sensitive data refers to a specific category of data 

summed up in art.9 (1) of the GDPR443, which defines sensitive data as “personal data 

revealing racial or ethnic origin, political opinions, religious or philosophical beliefs, 

or trade union membership, and the processing of genetic data, biometric data for the 

                                                        
442  M. HERRMANN, M HILDEBRANDT, L. TIELEMANS, C. DIAZ, “Privacy in Location-Based Services: An 
Interdisciplinary Approach”, op. cit., p. 147.  
443 Ibidem.  
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purpose of uniquely identifying a natural person, data concerning health or data 

concerning a natural person's sex life or sexual orientation”. The idea behind providing 

for a different regime for special categories of personal data can be explained by the 

fact that the EU legislator considered that such data should receive heightened levels of 

personal data protection beyond the minimum required by the GDPR.444 Thus, in order 

to provide an elevated level of protection, the grounds for legal processing of such data 

require, compared to the processing of ‘common personal data’445, that the consent of 

the data subject must be explicit446, and, in addition, the legitimate interest of the data 

controller is not foreseen as a lawful ground for the processing of sensitive data. As 

remarked by the Art.29 Working Party, regarding the processing of location data by 

providers of location-based mobile apps, the processing of location data may indeed 

include information revealing such special categories of personal data, as defined in 

art.9 of the GDPR.447 As a matter of fact, location data, which allows service providers 

to have intimate overview of the behavioural pattern of their users, may reveal, at least 

occasionally, “visits to hospitals and religious places, presence at political 

demonstrations or presence at other specific locations revealing data about for example 

sex life”.448 As a result, location data should, under these circumstances, fall into the 

scope of art.9 of the regulation and, thus, benefit from an increased level of protection 

regarding the grounds for lawful processing.  

 

Unfortunately, even if one could think that location data, since it can indeed reveal 

sensitive information as defined in art.9 of the regulation, falls into the scope of art.9, 

this is not the case in practice. The reasons can be explained as follows. First of all, 

art.9 of the regulation provides that personal data ‘revealing’ sensitive information, 

such as information related to health, ethnic origin or sexual orientation, should benefit 

from an increased level of protection. Thus, the GDPR doesn’t provide an exhaustive 

list of which personal data can be considered as sensitive data, which means that 

potentially every personal data revealing sensitive information could fall into the scope 

                                                        
444  N. J. KING, V. T RAJA, “Protecting the privacy and security of sensitive customer data in the cloud”, 
Computer Law & Security Review, 2012, Vol. 28, p. 310.   
445 The notion of ‘common personal data’ shall refer to all personal data which, under the GDPR, does not fall 
into the category of sensitive data.   
446  Regulation (EU) 2016/679 of the European Parliament and of the Council of 27 April 2016 on the 
protection of natural persons with regard to the processing of personal data and on the free movement of 
such data, op. cit., art. 9 (2) (a).  
447 Art.29 Working Party, Opinion 13/2011 on Geolocation services on smart mobile devices, op. cit. p. 7.  
448 Ibidem.  
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of that provision. However, this is exactly the reason why such a system does not work 

in practice. The idea behind having a special regime is that such data, which is 

considered as specifically sensitive, requires stricter rules when it comes to the 

legitimate grounds for processing such data. Thus, it is necessary to establish in 

beforehand whether personal data can be qualified as sensitive under art.9 of the 

regulation in order to profit from stricter rules concerning the grounds for processing. 

However, for most personal data qualified as ‘common data’, including location data, 

it is impossible to know, before any processing, whether the data will reveal sensitive 

information, according to art.9 of the GDPR or not. This is the reason why, in practice, 

“personal data (..) [is] distinguished into common or sensitive on the basis of its nature 

and not its potential uses”449 , even though “common data may be used to reveal 

sensitive information, for instance surnames or meal preferences revealing religion or 

race”.450 Nevertheless, the current wording of art.9 GDPR requires, in order for the 

special regime to apply, more than just a mere likelihood of revealing sensitive 

information. Arguably, this was necessary in order to avoid that every personal data, 

which could potentially reveal sensitive information, would fall into the scope of art.9 

of the regulation. Indeed, even though “the verb ‘revealing’, as after all included already 

since 1995 in the text of the Directive, could denote a dynamic interpretation that could 

be adapted to processing circumstances, this has not proved to be the case in the 

past”.451 Since the wording of the Data Protection Directive is upheld in the new GDPR, 

“this problem will presumably continue to occur under the regulation as well”.452 

Hence, even though the wording of art.9 of the regulation might give another 

impression, the special regime only applies, in practice, to personal data such as for 

example health or medical data (f.ex. medical reports), where it is certain, already from 

its nature, that such data reveals sensitive information about the data subject. This is 

also confirmed by the recitals of the GDPR, providing that only “personal data which 

are, by their nature, particularly sensitive in relation to fundamental rights and freedoms 

                                                        
449 P. DE HERT, V. PAPAKONSTANTINOU, “The new General Data Protection Regulation: Still a sound system 
for the protection of individuals?”, Computer Law & Security Review, 2016, Vol. 32, p. 183.  
450 Ibidem.  
451 Ibidem.  
452 Ibidem.  
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merit specific protection as the context of their processing could create significant risks 

to the fundamental rights and freedoms”.453 

 

As a result of these developments, location data is not, under the GDPR, qualified as 

sensitive data but as ‘common data’ and, thus, it does not benefit from an increased 

level of protection compared to other personal data. 454  This might seem rather 

surprising and regrettable, not only because the risk of revealing sensitive information, 

as defined in art.9 of the GDPR, might be higher than for other common data, but also 

because for some location data455, as for example location information processed by 

fitness-tracking apps or apps providing guidance to the nearest pharmacies, doctors, or 

hospitals, it is already clear from the beginning, and not only likely, that such 

processing reveals sensitive information, as defined in art.9 of the regulation.   

 

Nevertheless, under the current applicable framework, providers of LBS do not have to 

comply with the special regime on processing as set down in art.9 of the regulation in 

order to lawfully process location data of their users. In other words, location data, even 

if likely to reveal sensitive information in accordance with art.9 of the GDPR, does not 

benefit from an increased level of protection under the current regime. This loophole in 

the legal framework significantly hampers the protection of the data subjects’ location 

data when using location-aware apps. First of all this means that, even though location 

data might reveal very sensitive information, the processing of such data does not have 

to comply with the stricter rules regarding the consent of the data subject (1), and, 

furthermore, the legitimate interest of the controller is not explicitly excluded as a 

lawful ground for processing. (2)  

(1) The notion of ‘explicit consent’ under article 9 of the 
GDPR  

 

                                                        
453  Regulation (EU) 2016/679 of the European Parliament and of the Council of 27 April 2016 on the 
protection of natural persons with regard to the processing of personal data and on the free movement of 
such data, op. cit., recital 51.  
454 B. VAN ALSENOY, V. VERDOODT, R. HEYMAN, J. AUSLOOS et al., “From social media service to advertising 
network – A critical analysis of Facebook’s Revised Policies and Terms”, op. cit., p. 75.  
455  One could for example also imagine a location-based mobile application providing their users with 
guidance to the nearest nightclub specifically designed with regard to the users sexual orientation.  
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As explained, location data does not qualify, under the GDPR, as sensitive data. While 

commentators456, including the Art.29 Working Party457, agree that location data can, 

occasionally, reveal sensitive information as defined in art.9 of the regulation, such data 

does not, in practice, fall into the scope of this special regime. Accordingly, no explicit 

consent is needed when processing location data, even though there is always a 

likelihood that such data might reveal sensitive information, as defined in art.9 of the 

GDPR.  

 

In its initial proposal for a new General Data Protection Regulation, the European 

Commission “took a courageous standpoint (…) and asked for ‘explicit’ consent”458, 

not just for the processing of sensitive data but for all processing of personal data. 

However, “after the Parliament’s and Council’s intervention this requirement has been 

removed from the final text of the regulation”459 and “the term ‘explicit’ is missing (…) 

[compared to] the initial Commission proposal – a small but crucial change”.460 As a 

result, the consent of the data subject, as a legitimate ground for personal data 

processing in general is defined, under the new regulation, as “any freely given, 

specific, informed and unambiguous indication of his or her wishes by which the data 

subject, either by a statement or by a clear affirmative action, signifies agreement to 

personal data relating to them being processed”.461 In comparison to the definition of 

consent in the Data Protection Directive, “the addition of ‘unambiguous’ and the 

requirement for a ‘statement’ or ‘affirmative action’ are important additions that build 

on past experience gained particularly with regard to various controllers’ ingenious 

consent-collecting techniques used over the years”.462 Recital 32 of the GDPR further 

highlights that “consent should be given by means of clear, affirmative action”, 

including, for example, “ticking a box when visiting an internet website”. However, it 

is also noted that “silence, pre-ticked boxes or inactivity should not (…) constitute 

                                                        
456  M. HERRMANN, M HILDEBRANDT, L. TIELEMANS, C. DIAZ, “Privacy in Location-Based Services: An 
Interdisciplinary Approach”, op. cit., p. 147.    
457 Art.29 Working Party, Opinion 13/2011 on Geolocation services on smart mobile devices, op. cit., p. 7.   
458 P. DE HERT, V. PAPAKONSTANTINOU, op. cit., p. 187.  
459 Ibidem.  
460 Ibidem.  
461  Regulation (EU) 2016/679 of the European Parliament and of the Council of 27 April 2016 on the 
protection of natural persons with regard to the processing of personal data and on the free movement of 
such data, op. cit., art. 4 (11).  
462 P. DE HERT, V. PAPAKONSTANTINOU, op. cit., p. 187.  



 78 

consent”.463 These new elements introduced by the GDPR clearly “reflect the influence 

of the active consent model” 464  and were “subsequently endorsed by the Art.29 

Working Party”.465/466 Thus, even though the term ‘explicit’ has been removed, the shift 

from the ‘informed consent’ model in the Data Protection Directive467 to the ‘active 

consent’ model in the new GDPR “constitutes the next-best option in order to warrant 

a significant level of protection”.468  

 

Consequently, by requiring the ‘explicit consent’ of the data subject only in art.9 of the 

regulation, EU data protection law still “applies an apparently stricter standard (…) to 

the processing of sensitive personal data, thereby implying a distinction between this 

and the more general understanding of consent as applied elsewhere in the (…) 

[regulation]”.469  According to the Art.29 Working Party, ‘explicit consent’ can be 

defined as encompassing “all situations where individuals are presented with a proposal 

to agree or disagree to a particular use or disclosure of their personal information and 

they respond actively to the question, orally or in writing”.470 While there is no clear 

definition, under EU law, of the notion of ‘explicit consent’, it seems to imply that, in 

comparison to the ‘active consent’ model, that the data subject has to clearly and 

specifically agree to every single purpose of processing individually, whereas in an 

‘active consent’ model it is sufficient that the data subject agrees, actively, to a 

statement which may contain more than one purpose of processing. 

 

Although it is not established clearly, under EU law, what exactly the difference 

between these two models of consent is, the fact that the EU legislator chose to use the 

term ‘explicit’ only for the consent of the data subject in relation to the processing of 

                                                        
463  Regulation (EU) 2016/679 of the European Parliament and of the Council of 27 April 2016 on the 
protection of natural persons with regard to the processing of personal data and on the free movement of 
such data, op. cit., recital 32.  
464 E. CAROLAN, “The continuing problems with online consent under the EU’s emerging data protection 
principles”, Computer Law & Security Review, 2016, Vol. 32, p. 467.  
465 Ibidem.  
466Art.29 Working Party, “Core topics in the view of trilogue”, 17 June 2015, http://ec.europa.eu/justice/data-
protection/article-29/documentation/other-
document/files/2015/20150617_appendix_core_issues_plenary_en.pdf  (last visited on the 28th of May 
2017).  
467 C. BARTOLINI, L. SIRY, “The right to be forgotten in the light of the consent of the data subject”, Computer 
Law & Security Review, 2016, Vol. 32,  p. 221.  
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sensitive data clearly signalises the “lower evidential threshold” 471  of the ‘active 

consent’ model. 

 

Concerning the specific case of processing location data, this would mean that, although 

location data may potentially reveal sensitive information about the data subject, as 

defined in art.9 of the GDPR, controllers of such data would not have to comply with 

these heightened levels of protection concerning the consent of the data subject. Hence, 

taking into account the aforementioned developments, it would be sufficient, for 

providers of LBS, to comply with the same rules regarding the consent of the data 

subject as for the processing for any other personal data qualified as ‘common data’. 

As remarked by the Art.29 Working Party, the consent of the data subject, in light of 

the processing of location data by location-based app providers, must be “specific, for 

each of the different purposes that data are being processed for”472, in order to avoid 

any processing for purposes not expected by the data subject. Surprisingly, this 

formulation seems to coincide with the definition of the Working Party as regards 

‘explicit consent’. This indicates that, according to the Working Party, the processing 

of location data should, taking into account its nature of being particularly intrusive to 

the data subjects’ private life, benefit from a higher threshold of protection than other 

personal data qualified as common data, especially as regards the consent of the data 

subject.  

 

However, as it has been explained, the GDPR fails to provide this increased level of 

protection with regard to the processing of location data, even when potentially 

revealing sensitive information as defined in the framework. As a result, location data, 

which can be particularly intrusive and potentially reveal information qualified as 

sensitive under the framework, is treated, in practice, like any other personal data not 

qualified as sensitive.    

(2) The legitimate interest of the controller as a lawful 
ground for processing 

 
As explained, location data does not qualify as sensitive data under the GDPR. The 

consequence is that the processing of location data, as a whole, is assimilated to 

                                                        
471 E. CAROLAN, op. cit., p. 468.  
472 Art.29 Working Party, Opinion 13/2011 on Geolocation services on smart mobile devices, op. cit., p. 15.   
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common data and does not benefit from the special protection applied to sensitive data. 

In addition to the above mentioned issues regarding the consent of the data subject, this 

also leads to a situation where, according to the grounds for lawful processing as set 

down in art.6 of the regulation, the legitimate interest of the controller would, in theory, 

be a legitimate ground for processing location data. As noted by the Art.29 Working 

Party, taking into account “the sensitivity of the processing of (…) location data”473, 

“consent is (…) the main applicable ground for making data processing legitimate when 

it comes to the processing of the locations of a smart mobile device in the context of 

information society services”.474 While the legitimate interest of the controller is, in the 

case of sensitive data, not foreseen as a legitimate ground for data processing, this 

ground is explicitly foreseen for data not qualified as sensitive.  

 

As discussed, location data does not fall into the special regime provided in art.9 of the 

regulation. Thus, according to the framework, the legitimate interest of the controller is 

still a lawful ground for processing location data. This is extremely unfortunate, 

considering that one could also argue that, since location data always, irrespectively of 

whether it reveals sensitive information as defined in art.9 of the regulation, reveals 

more or less delicate information about an individual, the legitimate interest of the 

controller should be explicitly excluded from the grounds of processing with regard to 

such data.  

 

Even though the legitimate interest of the data controller “has become a commonly used 

basis for commercial activities and new technologies that make use of personal data as 

the “new oil and currency” of the digital economy”475, it also requires, in accordance 

with art.6 (1) (f) of the GDPR, controllers to make sure that this interest is not 

“overridden by the interests or fundamental rights and freedoms of the data subject”. In 

other words, in order to lawfully process personal data, the GDPR  “calls for a balancing 

test: what is necessary for the legitimate interests of the controller (or third parties) must 

be balanced against the interests or fundamental rights and freedoms of the data 

                                                        
473 Idem, p. 13. 
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subject”.476 Indeed, by applying this balancing test, controllers should, in most cases, 

come to “the conclusion (…) that the balance weighs in favour of the interests and 

fundamental rights of the data subjects, and that consequently the processing activity 

cannot take place”.477 Indeed, it is rather seldom that the interests of the data controller 

overweigh those of the data subject, consequently “the vast majority of the mundane, 

daily, ordinary personal data processing operations surrounding us use individual 

consent as their legal ground”.478 Thus, “the situations in which the user’s intent is 

relevant (…) represent a numerical majority”.479 However, since this balancing test 

may, by some controllers, not be applied appropriately, the legitimate interest of the 

controller as a ground for lawful processing also “removes a degree of legal certainty, 

or may even create a loophole in the legal system”.480 

 

As regards the processing of location data, it seems obvious that, taking into account 

the sensitiveness and the elevated privacy risks related to the processing of such data, 

the interests of the data subject will always prevail the interests of the controller. Thus, 

the processing of location data cannot, as confirmed by the Art.29 Working Party in its 

opinion on the notion of legitimate interest, rely on the legitimate interest of the data 

controller.481 However, since the GDPR does not explicitly exclude this ground for the 

lawful processing of location data, controllers may use this loophole in the legal 

framework to circumvent the consent of the data subject in order to process location 

data for purposes not given consent to by the data subject, or even to process location 

data when the app in question is not in use. Indeed, “practice has (…) shown that a 

significant number of apps do not provide privacy policies to their user or send location 

data without the knowledge of the user”.482 As mentioned previously, it was revealed 

in 2016 that that the fitness-tracking app “Runkeeper” transmitted location data to third 

parties when not in use, without the consent of the data subject, which could be an 

indication that the current framework leaves the controllers too much space when it 
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comes to the processing of location data.483 While any processing of location data not 

based on the consent of the data subject is clearly unlawful, a clear provision excluding 

the legitimate interest of the controller as a ground for processing location data would 

certainly help to prevent or at least diminish the likelihood of controllers to process 

location data on any other grounds than the consent of the data subject. The fact that 

the legitimate interest of the controller would, under the GDPR, still be, in theory, a 

possible lawful ground of processing location data does not only create legal 

uncertainty and might even be a threat for the protection of the data subjects’ location 

data, but it is also questionable in light of the E-Privacy directive. The E-Privacy 

directive, which deals, amongst others, with the processing of location data specifically 

by electronic communication services, does not foresee the legitimate interest of the 

controller as a lawful ground for processing such data.484 The only ground for lawful 

processing of location data under the E-Privacy framework is the consent of the data 

subject, except for the processing of anonymous data.485 Arguably, it doesn’t really 

make sense to treat location data differently when being processed by providers of 

location-based mobile apps than when being processed for communication purposes by 

electronic communication services.   

 

Following these developments, it seems that the GDPR does not provide for enough 

safeguards with regard to the processing of location data by providers of LBS. This 

situation is extremely unfortunate, especially when taking into account that, compared 

to other personal data, the processing of location data can result in higher privacy risks 

for the users of such services.  

B. The issue of ‘consent’ as the basis for lawful processing of 
location data   

 

While “consent is crucial in data protection legislation, at any level”486, and especially 

when processing location data, this ground for lawful processing only provides for data 

protection safeguards if the data subject is clearly aware of the implications of his or 

                                                        
483 N. PURBA, “Location-tracking apps ‘breach of European data protection law’”, op. cit.,  
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her consent. As noted by the Art.29 Working Party, “the validity of consent is 

inextricably linked to the quality of the information about the service”.487 However, 

even if the controller has lawfully informed the data subject about the implications of 

its consent and has, thus, fulfilled its obligation, the awareness of the data subject also 

plays a key role regarding the validity of his or her consent, irrespectively of whether 

the consent has been given actively or explicitly. According to a research conducted in 

the United States 488 , “the way in which privacy policies are worded requires an 

education level of a sophomore to junior in college to comprehend”.489 It is because of 

these reasons that the GDPR clearly provides that “the request for consent shall be 

presented (…) in an intelligible and easily accessible form, using clear and plain 

language”.490  

 

While one could assume that “appropriate information will improve individual 

knowledge and awareness of the potential privacy issues, with the consequence that 

any subsequent consent can reliably be regarded as indicative of the user’s genuine 

views, (…) the psychology literature offers ample evidence that the provision of 

information does little to enhance user understanding of how technologies of any level 

of complexity operate”. 491  Thus, even when controllers provide “transparent and 

comprehensive policies related to the collection, storage, sharing, and use of data”492 

and clear opt-in choices, users might still not really be aware what they consented to. 

According to some authors, this lack of awareness is primary due to the “lack of interest 

or understanding on the part of users”493 and, consequently, the belief that clear and 

understandable information about the processing of personal data is sufficient to assure 

the genuine consent of the data subject is overstated.494 
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As noted by the Art.29 Working Party, “the key data protection risks to end users are 

the lack of transparency and awareness of the types of processing an app may undertake 

combined with a lack of meaningful consent from end users before that processing takes 

place”.495 The general problem with online consent and privacy policies is that people 

mostly do not read these policies. Even though many users claim that they would read 

privacy policies if they were shorter and more understandable, “among the various 

privacy (…) notices available nowadays for various apps or websites online, some 

concise notices are already available; however, they are still generally ignored by the 

users”. 496  Regarding this phenomenon, “one important reason noted by (…) 

participants (…) of a survey is that they find it really does not make much difference if 

they read it, considering the alternatives are either to accept it or not install. If they need 

to use a certain app for certain functions, users are usually left with no possibility of 

bargaining for different terms”.497 In other words, in this ‘take it or leave it’ situation, 

most users just click on ‘I agree’ because they want to use the service or app, but not 

because they really agree. As a result, users are rather focused on “the benefits and 

rewards of the proposed course of action, rather than the more abstract privacy risks 

that it may involve”.498 

 

Even advanced and engaged users may focus more on the short-term benefits of 

consent, the access to the service, than on the long-term effects, the loss of privacy.499 

This effect goes hand in hand with the above-mentioned fact that for many apps, 

providing the user with a variety of different services, people feel like they do no have 

any other choice anyways; if they want to use it, then they need to consent. Thus, “the 

giving of consent by an individual cannot – from a psychological perspective – be 

definitely regarded as a rational articulation of the individual’s views”.500  On the 

contrary, decision-making “is often, if not more, as much a matter of largely intuitive 

responses to particular prompts as it is a process of reasoned or deliberative 

reflection”.501   This may explain “the divergence between the privacy preferences 
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501 Idem, p. 472.  



 85 

described by individuals and how those individuals actually act online that has been 

identified by several authors as a ‘privacy paradox’”.502 Accordingly, consent is rather 

used as “a tool to legitimise almost all kinds of collection, use or disclosure of personal 

information”503, than being a really effective instrument to assess the user’s views and 

protect privacy and data protection.  

 

Concerning the specific case of processing location data, while most users might be 

aware that the use of such services might result in high privacy risks, the majority would 

still use such services simply because of their benefits. As explained in Chapter I, LBS 

on smartphones have become an important part of most people's lives. However, they 

might not know how privacy threatening such services really are, revealing sensitive 

information about them they did not initially expect. While this awareness would 

certainly not stop individuals from using such services, it could contribute to a more 

careful and selected use of LBS based on their benefits. A better understanding of the 

privacy risks related specifically to the processing of location data would also allow 

users to be more critical when it comes to companies processing location data even 

when the service could also be used without such processing, as in the case of Facebook 

for example.504 This would allow users, if possible from a technical point of view, to 

use the service without allowing it to collect location data from the smartphone. Indeed, 

it should always be up to the user to decide “when, how and what location data can be 

used (…) and to what purpose”.505 Unfortunately, this is only possible if the user has a 

clear understanding of the implications of processing location data and is aware of the 

privacy risks resulting from such processing.  

 III. Possible solutions for a better protection of users’ location 
privacy 

 
As a consequence of the aforementioned developments, the applicable framework 

clearly fails to provide sufficient protection regarding the processing of users’ location 

data by providers of LBS. One of the main issues is that “location data do not qualify 

                                                        
502 Ibidem.   
503 Y. LIU, op. cit., p. 522. 
504  A. O’DONNELL, “How to Disable Facebook Places Location Tracking”, Lifewire, 15 March 2017, 
https://www.lifewire.com/how-to-disable-facebook-places-location-tracking-2487718  (last visited on the 
28th of May 2017).  
505 B. VAN ALSENOY, V. VERDOODT, R. HEYMAN, J. AUSLOOS et al., “From social media service to advertising 
network – A critical analysis of Facebook’s Revised Policies and Terms”, op. cit., p. 75.   

https://www.lifewire.com/how-to-disable-facebook-places-location-tracking-2487718
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as ‘sensitive data’ as defined in (…) [art.9 of the GDPR]”.506 As a result, location data 

cannot benefit from the special protection provided in art.9 of the regulation regarding 

the legitimate grounds for processing sensitive data. Even though the Art.29 Working 

Party notes that location data may reveal information qualified as sensitive under the 

GDPR507, art.9 only provides efficient protection for data where its nature already 

clearly indicates that it reveals sensitive information (f.ex. health data). Accordingly, 

data qualified under the GDPR as ‘common data’, even if it may, at some point, reveal 

sensitive information, does not fall into the scope of the special regime provided in art.9 

of the regulation. This leads to the second problem, namely that location data is treated 

as common data. Thus, providers of LBS, when processing location data, would not 

have to comply with any special obligations concerning the lawful processing of such 

data. This is particularly unfortunate, since, location data, by its nature and potential 

uses, cannot be assimilated to any other personal data qualified as common data. 

Location data might not only reveal sensitive information, as defined in art.9 of the 

regulation, but is also very delicate information irrespective of whether it reveals such 

information. In contrary to other common data, location data always results in an 

increased risk for the data subject’s privacy and is considered to be very delicate 

information, not just when revealing sensitive information as defined in the regulation. 

Indeed, providers of LBS are able, by examining the behaviour of their users, to 

establish where their users live, work and like to spend their free time, and what they 

do in general. Thus, according to the Art.29 Working Party, “the processing of (…) 

[location data] is a particularly sensitive matter involving the key issue of the freedom 

to come and go anonymously”.508 

 

This is the reason why, the Art.29 Working Party, in its opinion on the processing of 

location data by LBS, emphasises that location data requires, because of its special 

nature, special protection.509 However, by excluding location data from the scope of 

sensitive data, the GDPR does not at all reflect this special nature of location data. 

While it is certainly in the interest of the companies to comply with the statements of 

                                                        
506 Ibidem.  
507 Art.29 Working Party, Opinion 13/2011 on Geolocation services on smart mobile devices, op. cit., p. 7.  
508 Art.29 Working Party, Opinion on the use of location data with a view to providing value-added services, 
op. cit., p. 3.  
509 Art.29 Working Party, Opinion 13/2011 on Geolocation services on smart mobile devices, op. cit., pp. 9-11 
and p. 13.  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the Art.29 Working Party, the special nature of location data should, in order to provide 

legal certainty, also be reflected in the applicable framework. 

 

In order to guarantee a better protection of location data when processed by location-

based mobile apps, it is, first of all, necessary to have a secure and clear legal framework 

taking into account the special nature of such data. (A) However, in addition to having 

a protective legal framework, it is also necessary, in order for these special rules to be 

effective, to raise users’ of LBS awareness of the heightened privacy risks resulting 

from the processing of location data. (B) 

 

 

A. The recognition of the special nature of location data by a 
legal framework 

 
The aim of this section is to propose two possible solutions to the issues regarding the 

failure of the applicable framework to recognise the special nature of location data. As 

it has been highlighted before, location data does not fall into the scope of art.9 of the 

regulation, and, thus, does not benefit from any of the protections set down by this 

provision. First of all, this means that, according to the GDPR, the processing of 

location data would not require the explicit consent of the data subject. Furthermore, 

this also means that the legitimate interest of the controller is not explicitly excluded 

from the possible grounds of processing location data. This loophole in the framework, 

as it has already been discussed, would, in theory, leave it to the controller to balance 

the interests at stake, which could then, when not balanced correctly, lead to the 

processing of location data without the consent of the data subject.  

 

The easiest solution would have been to explicitly acknowledge location data as 

sensitive data in the GDPR. While the GDPR, in contrary to the Data Protection 

Directive, clearly provides that location data is to be considered as personal data510, 

falling into the scope of the regulation, and that such data can, when analysed at a large 

scale, be qualified as ‘risky data’ 511 , it completely fails to provide any further 

                                                        
510  Regulation (EU) 2016/679 of the European Parliament and of the Council of 27 April 2016 on the 
protection of natural persons with regard to the processing of personal data and on the free movement of 
such data, op. cit., art. 4 (1).    
511 Idem, recital 75.  
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specifications concerning the special nature of such data. Indeed, under the current 

wording of art.9 of the regulation, the processing of location data requires a lower 

threshold of protection than data qualified as sensitive data. This gives the impression 

that, compared to data qualified as sensitive, location data does not require any special 

attention. However, as already highlighted, location data cannot be regarded as 

common data and should, as a result, profit from a higher protection than common data. 

Consequently, the solution would have been, in light of Galileo and the fast developing 

LBS market processing location data at a large scale, to explicitly recognise location 

data as sensitive data under the GDPR. In this case, providers of LBS would not only 

have to comply with the stricter rules regarding the consent of the data subject, which 

would clearly embody the higher level of protection needed for processing such data, 

but also the legitimate interest of the controller, as a lawful ground for processing, 

would be explicitly excluded. It will be up to the future if the EU legislator, in case of 

an amendment of art.9 of the GDPR, will adopt any of these aspects. However, given 

how much time passed between the Data Protection Directive of 1995 and the GDPR, 

despite the immense evolution of technology during that time, it is rather unlikely that 

this will happen anytime soon.  

 

Another solution would be to have a separate legal framework dedicated to the 

processing of location data by location-based mobile apps, including all mobile 

applications processing location data at a large scale. This solution would not only 

provide sufficient safeguards when processing location data, but would also allow to 

set down specific rules, thus allowing to have a special regime for such processing. This 

solution would be preferable because it would provide a more complete and safe 

framework for the processing of location data. First of all, it would allow to set down 

more precise rules concerning the processing of location data. As the name indicates, 

the GDPR is a general framework applying to all processing of personal data, hence, it 

is not specific regarding for example the renewal of consent of the data subject, or what 

should exactly happen with the data after the purpose has been fulfilled. In other words, 

the GDPR is technology neutral, meaning that some provisions set down by the 

framework are deliberately imprecise and vague in order to be generally applicable to 

all processing of personal data falling into the scope of the regulation.  
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Some authors argue that such problems could be resolved by the introduction of 

implementing acts by the Commission that specify certain provisions of the 

regulation.512 However it is questionable whether such a system, which would lead to 

a variety of implementing acts specifying the GDPR, would not be too confusing and 

complicated in practice. Furthermore, while the opinions and recommendations, 

dealing with specific data protection issues, issued by the Art.29 Working Party are 

certainly important in EU data protection law and should be complied with, having a 

secure legal framework, especially concerning the processing of location data, is key to 

provide legal certainty and to ensure the protection of the rights of the data subjects.  

 

This is the reason why, for matters where the EU legislator considered it necessary to 

have a specific and more protective regime other than the one set down by general data 

protection law, it was decided to lay these rules down in sector-specific legislation, so-

called lex specialis, such as the E-Privacy directive. The E-Privacy directive was 

drafted in order to ensure that “telecommunication providers are required to give 

heightened privacy protections to customers’ location data that is associated with their 

mobile phones”. 513  Thus, the E-Privacy framework clearly indicates that the EU 

legislator considered that treating geo-location data about mobile phone users as 

particularly sensitive, compared to other types of personal data, was appropriate 

because of the nature of such data, namely revealing precise information about the 

physical location of users.514  

 

The question that arises is why these heightened privacy risks concerning the 

processing of location data are explicitly recognised when processed by electronic 

communication services but not when being processed by location-based mobile apps. 

One reason explaining this phenomenon could be that at the time the E-Privacy 

directive was drafted, in 2002, telecommunication operators were still the only ones 

being able to have access and to process their users location data at a large scale. 

Accordingly, the EU legislator considered that the processing of such highly delicate 

data needed special protection, going beyond the minimum protection required by the 
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Data Protection Directive. However, with the evolution of new technologies, especially 

with the introduction, in 2007, of the first smartphone as we know it today, and the 

increase of mobile devices with GNSS capabilities, a new category of services based 

on the location information of their users started to develop, namely location-based 

mobile apps. As a consequence, electronic communication services are no longer the 

only services being able to process location data generated via the mobile devices of 

their users at a large scale, and it no longer makes sense, with the fast development of 

this new category of services, to have a lower level of protection of location data when 

processed by LBS. Accordingly, taking into account that the GDPR, just like the Data 

Protection Directive, cannot provide for enough protection concerning such processing, 

it would only be logical to have a separate legal framework for the processing of 

location data by LBS, including all mobile apps not marketed as LBS but processing 

location data at a large scale.  

 

The introduction of such a separate legal framework on the processing of location data 

by LBS would not only allow the EU legislator to set down the specific rules on 

processing such data, as for example rules on the renewal of the consent of the data 

subject, rules on the deletion of location data after a justified period of time, or more 

precise rules on privacy-by-design and data minimisation, which are currently only 

developed in an opinion of the Art.29 Working Party515, but this would also allow the 

EU legislator to provide legal certainty concerning location privacy on smartphones 

and other smart mobile devices, especially in light of Galileo.  

 

Clearly, with regard to these two solutions that have been proposed, the second would 

be more desirable than the first one. Indeed, even if the GDPR would finally recognise 

location data as sensitive data, this would only result in a stricter regime concerning 

consent and the grounds for lawful processing in general. While this would already be 

an improvement compared to the current situation, a better and more protective solution 

would be to develop a separate, sector-specific, legal framework. Taking into account 

the steady increase of the number of LBS, which are already dominating the GNSS 

market and will continue to do so in the future, especially in light of Galileo, such a 

special regime would allow the EU legislator to provide users of LBS with sufficient 
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safeguards concerning their location data and guarantee the protection of location 

privacy of EU citizens.   

B. The role of the DPA’s in raising awareness on the privacy 
risks of LBS 

 
As discussed, one of the main issues, when it comes to guaranteeing the protection of 

location data, is that the consent of the data subject is not indicative of his or her genuine 

views 516 , and even the knowledge regarding the purposes of processing does not 

prevent most users from agreeing to the privacy policies of providers of LBS.  

 

The problem is that most users don’t really know how privacy threatening the 

processing of their location data really is, and they might not even know that really 

delicate and sensitive information can be deduced by providers of LBS, which are able 

to have a very intimate insight of their users’ private life. Furthermore, users might not 

be aware that this delicate information is transferred to third parties and could even, 

under the conditions set down by Member State law, be disclosed to law enforcement. 

While the consent of the users is certainly driven by the benefits of such mobile apps, 

providing a variety of different services, such as navigation services, and the fact that 

most of them can be downloaded for free, it seems that most of them don’t really know 

that, in comparison to other data, the processing of location data is highly privacy 

threatening and that providers of LBS are able, from a technical point of view, even if 

this would clearly be against EU data protection law, to secretly monitor their users 

without their knowledge.517  

 

A possible solution to these problems would be to raise the awareness of the data 

subjects of the high privacy risks resulting from the use of such services. According to 

the GDPR, national Data Protection Authorities (“DPA’s”) shall, on their territory, 

“promote public awareness and understanding of the risks, rules, safeguards and rights 

in relation to processing”.518 Thus, it would be the task of the DPA’s to raise the 

awareness of the data subjects in order for them to be better informed about the 
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heightened privacy risks resulting from the processing of location data. This could 

contribute to using these services more carefully, and allow the data subjects to balance 

the risks and the benefits of each service, in order to decide whether to use it or not. 

Furthermore, it would allow them to be more careful with their location data and 

location privacy in general, by only allowing services to process such data when this is 

really necessary to provide or use the service in question.  

 

In order to achieve these goals, the DPA’s could for example issue suggestions and 

guidelines519, which would clearly explain the special nature and the sensitiveness of 

location data, which could then contribute to a more careful and selected use of such 

services. The DPA’s could also initiate random ‘audits’ of LBS, especially those that 

are most popular, which could establish privacy ranking systems, according to their 

level of protection of location privacy.520 Taking into account the lack of clarity and the 

deficiencies of the applicable legal framework regarding the rules on processing 

location data, some companies may indeed have adopted more protective privacy 

policies than others. In order to guarantee a harmonised approach amongst the DPA’s 

of the Member States, these national supervisory authorities should cooperate when 

raising awareness on such important issues as concerns the risks resulting from the use 

of LBS. Consequently, such a cooperation between the DPA’s of each Member State 

could significantly contribute to a better protection of EU citizens’ location privacy.  

 

Additionally, the combination of issuing guidelines and establishing a location privacy 

ranking system could significantly contribute to a better understanding of the privacy 

risks resulting from the use of LBS, and, as a result, lead to a more effective protection 

of location privacy.  

 

Regardless of whether the controller asks for the ‘explicit’ consent of the data subject, 

which should clearly be preferred when processing location data, even when this is 

currently not explicitly provided by the framework, the awareness of the data subject is 

still a crucial point in order to guarantee a high level of protection of location data. 
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Thus, the combination of raising awareness and giving the data subject the possibility 

to agree, through the obligation of ‘explicit’ consent, to each of the different purposes 

of processing, including purposes such as the analysis of behaviours and patterns, 

would be best in order to guarantee that the consent of the data subject really reflects 

his or her intentions. In other words, this would ensure that the data subject has a more 

effective control over the processing of his or her location data.  

 

 

 

 Concluding remarks 
 
Satellite-based navigation has become, without hesitation, an important part of today’s 

society. At present, the number of applications and services relying on GNSS 

technology is increasing steadily, and it has been forecasted that, especially in the light 

of Galileo, this number will even continue to grow in the future. As it has been 

highlighted in Chapter I, road applications and location-based mobile applications 

(LBS) are currently dominating the GNSS market. The popularity of these applications 

and services does not come as a surprise, considering that they entail a variety of 

benefits for their users and significantly contribute to making their lives easier. 

However, even though these applications and services are currently profiting from a 

high popularity amongst their users, the use of such applications and services can also 

result in high privacy risks. As it has been discussed in this paper, road applications as 

well as LBS are able to collect their users’ location data at a large scale.  

 

The development of new GNSS-based road applications, generally referred to as 

Intelligent Transport Systems (“ITS”), are expected to make Europe’s roads safer and 

more effective. Currently, two EU measures deal with the implementation, at EU level, 

of ITS technology, namely the ITS directive and the eCall regulation. The ITS directive 

provides for the implementation, in general, of ITS technology by the Member States. 

While the ITS directive clearly acknowledges that such technologies might be a threat 

to their users’ location privacy, by providing that the general EU data protection 

framework should be complied with when processing such data, it fails to provide any 

further specifications related to privacy and data protection issues specifically in light 
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of ITS technology. This could lead to a situation where some Member States’ national 

laws may adopt a higher level of privacy and data protection than others when 

implementing ITS technologies. In contrary, the eCall regulation, which provides for 

the mandatory implementation of the eCall emergency system in all vehicles, clearly 

provides for specific rules that should be complied with in order to safeguard the users’ 

location privacy and to avoid any continuous monitoring of the vehicle. Thus, by laying 

down specific rules, taking into account the specific privacy issues related to the eCall 

system, the eCall regulation provides for more legal certainty than the ITS directive, 

which, by generally referring to a specific EU data protection framework without 

clearly specifying how these rules should be applied in concreto to the specific case of 

ITS technology, does not provide for sufficient privacy and data protection safeguards.  

 

As it has also been highlighted in Chapter I, LBS on smartphones, which are currently, 

and are expected to continue to be the most popular GNSS-based service, are even more 

intrusive to their users’ privacy than road applications. This can be explained by the 

fact that, compared to vehicles, smartphones are closely linked to their owners, and 

most people don’t leave the house without their smartphones. As a result, providers of 

LBS are able to gain a very intimate insight of their users private lives and are able to 

examine their behaviours and patterns. Since the use of LBS may result in even higher 

privacy risks than most road applications, it was important to analyse, in more detail, 

whether the applicable framework provides for sufficient privacy and data protection 

safeguards. 

 

As it has been established in Chapter II, the applicable framework concerning the 

processing of location data by LBS, for other than communication purposes, does 

currently, and will continue to do so in the future, fall into the scope of the general EU 

framework on data protection. Consequently, companies established in the EU or 

offering LBS to EU citizens will have to comply with the rules set down by the General 

Data Protection Regulation (“GDPR”), which will, in 2018, replace the Data Protection 

Directive. However, as it has been thoroughly analysed, this framework does not 

provide for sufficient safeguards with regard to the protection of users’ of LBS location 

privacy.  
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The main reason why the GDPR does not provide for sufficient safeguards, is because, 

just as the Data Protection Directive, it fails to explicitly recognise location data as 

sensitive data. However, compared to the Data Protection Directive, the GDPR 

introduces location data as an identifier, meaning that it explicitly provides that such 

data has to be qualified as personal data falling into the scope of the regulation. 

Furthermore, since the GDPR provides that location data may be qualified as ‘risky 

data’, combined with the fact that processing location data allows providers of LBS to 

systematically monitor their users, this would mean that, according to the newly 

introduced risk-based approach, companies will have to comply with higher obligations 

in order to comply with the new regulation. First of all, companies providing LBS 

would be obliged to have an independent data protection officer (“DPO”), monitoring 

the compliance with the regulation, and, secondly they would have to conduct a data 

protection impact assessment (“DPIA”) in order to assess how risky the processing is 

and which technological measures have to be implemented in order to comply with the 

regulation. Thus, the DPO and the DPIA have been explicitly introduced to ensure 

compliance, particularly of companies processing ‘risky data’, with the regulation. 

However, the problem is that the regulation itself doesn’t provide for enough safeguards 

regarding the processing of location data. As a result, even though the GDPR 

introduced a risk-based approach, the framework still lacks adapted safeguards when it 

comes to the protection of location data when processed by LBS.  

 

This situation is particularly unfortunate when taking into consideration that, especially 

with Galileo becoming operational, the number of LBS will grow even more in the next 

years. As emphasised in the GSA market report521, LBS on smartphones will be the key 

players of the Galileo market and will certainly contribute to make Galileo, which will 

provide an even higher positioning accuracy, economically successful. Since the aim 

of Galileo is to boost the EU’s economy, a balance has to be struck between allowing 

companies to process their users location data, without putting too much of a burden on 

the latter, and providing enough safeguards for their users’ location privacy. Processing 

location data being very valuable for companies, being able to process such data partly 

defines the companies’ success, and ultimately part of Galileo’s success. However, 
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taking into consideration the special nature of location data, the balance has to be struck 

with high diligence.   

 

However, the GDPR does not recognise the special nature of location data, which 

requires heightened privacy and data protection. In other words, since location data 

does not qualify as sensitive data, providers of LBS do not have to comply with the 

stricter rules concerning the grounds for lawful processing as set down in art.9 of the 

regulation. Even if welcomed by providers of LBS, this situation is certainly not in 

favour of the users of LBS and their location privacy. It is rather unfortunate that the 

EU legislator, when revising the Data Protection Directive, did not consider to finally 

recognise location data as sensitive data, especially in light of Galileo, the steady 

growth of the LBS market and the fact that, for the processing of location data by LBS, 

the GDPR is the only applicable framework guaranteeing the protection of location 

privacy. While qualifying location data, under the GDPR, as sensitive data would 

certainly have been desirable, it is questionable whether this would suffice in order to 

provide users of LBS with enough safeguards concerning their location data. Indeed, 

since the GDPR is technology neutral, most of the provisions are formulated in such a 

way that they are applicable, in general, to all processing of personal data falling into 

the scope of the regulation. As a consequence, some provisions of the regulation are 

rather vague and imprecise. This is the reason why, for processing of data considered 

as particularly privacy threatening, the EU legislator decided to have sector-specific 

legislation.  

 

The E-Privacy Directive is the best example of such a lex specialis and, surprisingly 

enough, it was developed to explicitly provide higher privacy and data protection 

safeguards for the processing of location data by telecommunication operators, which 

was considered as being particularly privacy threatening for the private life of users. As 

discussed, at the time the E-Privacy directive was drafted, telecommunication operators 

were the only entities being able to process location data of mobile phones at a large 

scale. However, the increase of smartphones with GNSS capabilities opened the doors 

for a whole new market based on users’ location data, being able to process such data 

at a large scale.  
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Arguably, just as for the processing of location data by electronic communication 

services, the processing of location data by location-based mobile app providers 

requires a separate legal framework laying down the specific rules applicable to such 

processing. While the Art.29 Working Party in its opinion522 on geolocation services 

on smart mobile devices already clarified how data protection rules should be applied 

to the specific case of processing location data by LBS, it shall be noted that this opinion 

dates back to 2011, a time where LBS certainly were already used by many users, but 

still to a much lesser extent than today. Thus, taking into account the substantial growth 

of LBS in the last few years, a clear legal framework specifying, in detail, the rules 

regarding the processing of location data would not only ensure legal certainty, but it 

would also contribute to a better enforceability of these rules. It shall also be noted that, 

while the anonymisation of location data gives, under the E-Privacy framework, 

telecommunication operators the possibility to process such data without the consent of 

the data subject, this possibility should be explicitly excluded for the processing of 

location data by LBS, except if the data subject agrees with such processing. The reason 

is that “anonymity is a useful, but imperfect tool for preserving location privacy”523 

since “ostensibly anonymous location data may be tracked back to personally 

identifying information with the help of additional data sources”.524  

 

As for now, the national supervisory authorities, the DPA’s, should raise the awareness 

of EU citizens in relation to the heightened privacy risks regarding the use of LBS on 

smart mobile devices. This could contribute not only to making individuals more 

conscious about the risks related to location privacy, but also lead to a more selective 

and careful use of such services. Furthermore, raising awareness is important for users 

of LBS in order for them to know their rights, which could then encourage them to use 

these rights, as for example the right to erasure or the right to seek for judicial or non-

judicial remedies, if they consider that their location data has been unlawfully 

processed.  

 

Nevertheless, the legal framework is always the basis in order to ensure effective 

privacy and data protection, as well as legal certainty. This position is also reflected by 

                                                        
522 Art.29 Working Party, Opinion 13/2011 on Geolocation services on smart mobile devices, op. cit.  
523 P. GOLLE, K. PATRIDGE, “On the Anonymity of Home/Work Location Pairs”, op. cit., p. 390.  
524 Ibidem.  
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EU data protection law in general. While, in 1995, the Data Protection Directive was a 

response to the Internet and the emergence of new technologies, the E-Privacy 

Directive was a response to the emergence of mobile phones and the high privacy issues 

related to the ability of processing location data at a large scale. In line with these 

developments, it would only be logical if, as a response to the emergence of a whole 

new category of services processing location data at a large scale, a new sector-specific 

framework would be developed.   

 

After all, it is up to the EU legislator to guarantee that, in light of Galileo, the location 

privacy of EU citizens is safeguarded. In order to do so, the legislator has to adopt 

suitable EU measures, laying down the specific rules, regardless of whether it concerns 

the protection of location privacy with regard to ITS technology or LBS. The legislator 

already did so with the E-Privacy directive and the more recent eCall regulation. Both 

of these legal instruments contain specific provisions related to the processing of 

location data, which shows that general data protection rules, as set down in the GDPR, 

do not provide a framework that is specific enough for the processing of certain 

categories of personal data, in particular location data. It will be up to the future if the 

EU legislator will adopt specific legislation concerning the processing of location data 

by location-based mobile apps. Taking into account the lack of protection provided by 

the current applicable framework, it would certainly be desirable in order to guarantee, 

in light of Galileo, the protection of EU citizens’ location privacy. 
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